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Integrated tools and a centralized 
SCADA system help facilities 
meet new DOT regulations but 
compliance is only one of many 
benefits 

Change is coming to pipeline control room 
management. Recent amendments to the U.S. 
Department of Transportation (DOT) regulations 
significantly alter how the industry must handle 
pipeline operations and respond to emergency 
situations. 

How familiar are you with the new laws? Are 
you prepared to meet the requirements? The 
deadline for a written implementation plan and 
management strategy is on the horizon and the 
laws dictate the tools, operations, and procedures 
for compliance (see table below). If your facility is 
not ready—or if you are unsure it is—now is the 

time to take a closer look at your pipeline opera-
tions overall and SCADA system in particular to 
determine if changes might be warranted. 

The recent amendments to DOT 49 CFR Parts 
195.446 (liquid pipeline systems) and 192.631 
(natural gas pipeline systems) represent a sizable 
regulatory challenge for plant operators, supervi-
sors, engineers, and managers alike. The laws not 
only define roles and responsibilities for normal 
pipeline operating conditions, but also focus on 
a plant’s ability to react to the multiple events 
which occur during abnormal and emergency 
situations. 

Under the new law, patchwork SCADA systems, 
common in many pipeline operating compa-
nies across the United States, will no longer be 
permitted. Plants migrating their systems to a 
central system will have to conform to the new 
regulations, and provide greater support for 
controller operability.  Additionally, plants must 
define minimum standards for SCADA systems 
and demand that they are designed and operated 

safely and responsibly. These performance-
based rules also require the implementation of 
specific measures for related functions such as 
workflows, field operator communications, shift 
handover, training, and the alarm management 
system. 

Taking an integrated approach to pipeline 
control room management is one way to help 
your facility meet the new regulations. Today, 
significant new technologies make it possible 
to put in place an integrated system to not only 
achieve compliance, but also improve main-
tenance, safety, and operations of the entire 
pipeline system. Tools and procedures are readily 
available to help personnel at all plant levels 
respond optimally and perform as a team.

How to execute? 
As you develop your implementation plan 

and deploy solutions for compliance, consider 
the application of automated techniques as an 

alternative to the manual methods you may 
currently have in place. Determine if automated 
solutions, or a combination of automated and 
manual solutions can better meet regulation 
parameters. Facilitate this decision-making by 
asking if your standard operating procedures can 
be:

•	 Recorded easily for auditing purposes.

•	 Perpetuated into the future. For example, 
will your manual tools become obsolete over 
time? Would a toolset driven by the SCADA 
system be preferable for simplifying and 
providing needed response consistency?

•	 Validated by electronically transferring 
collected information. For example, when a 
process is completed, it should be validated 
as complete. Integrated tools within a SCADA 
system can better define this response’s 
completeness and validity.

•	 Quantified for accuracy and proficiency. 
Standard operating procedures have no value 
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Paragraph (d) Fatigue 
mitigation

(g) Operationg 
experience

(b) Roles & 
responsibilities

(e) Alarm 
management

(h) Training(c) Adequate 
information

(f) Change 
management

Current Regula-
tions, NPRM .........

Feb 1. 2013 .......... Feb 1. 2013 .......... Feb 1. 2013 ..........Feb 1. 2013 ..........Feb 1. 2013 .......... Feb 1. 2013 ..........Feb 1. 2013 ..........

Aug 1. 2011 .......... Aug 1. 2011 .......... Aug 1. 2011 ..........Aug 1. 2011 ..........Aug 1. 2011 .......... Aug 1. 2011 ..........
C5 Aug 1, 2011 ... 
C1–4 Aug 1, 2012 
C5 Oct 1, 2011 ... 
C1–4 Aug 1, 2012Oct 1. 2011 .......... Oct 1. 2011 .......... Oct 1. 2011 ..........Aug 1. 2011 ..........D2 & D3 Oct 1, 

2011.
D1 & D4 Aug 1,
2012.

Training elements 
aligned to due 
date of each 
element

Final Rule .............

unless the effectiveness of the result and of 
the controller can be measured. 

Source: Department of Transportation (DOT); Docket ID PHMSA–2007–27954;  
Amdt. Nos. 192–117; 195–97  issued 6/16/2011.  Please note these dates are subject to change.  Visit http://www.phmsa.dot.gov for the latest schedule.
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•	 Reviewed for study and analysis. Continuous 
improvement and change management form 
the core of these new regulations. Without 
a system for consistent data collection and 
scrutiny, there is no foundation on which to 
base change.

As you develop your installation plan, consider 
that many Invensys tools can be applied to any 
SCADA system to deliver the solutions you need 
to meet the desired standards of excellence. This 
eGuide highlights important aspects of the new 
49 CFR regulations, and illustrates how a single 
source portfolio of integrated solutions can help 
you meet all the demands of the new laws with 
one offering. It provides a roadmap for imple-
menting individual solutions using products which 
work together and integrate diverse elements, 
outlining how they can be applied, the regulations 
they help address, and the benefits they can bring 
to your facility.
Taking an integrated approach

Compliance with the new DOT regula-
tions is facilitated and supported by an inte-
grated approach, which harnesses the power 
of a central system platform and associated 
tools. Adaptation can be achieved in large part 
by focusing on seven primary solution areas 
which reach from the individual function to the 
complete system and total plan. These areas are 
called out in the box to the right.

1. SCADA System  
and User Interface

2. Workflow Management

3. Controller/Operator Training

4. Alarm Management

5. Field Operator Workflow Tools

6. Comprehensive Shift  
Handover Tools

7. Compliance Plan  
Implementation/Analysis Services

. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 4 
 
 
                . . . . . . . . . . . . . . . . . . . . . . . . . . 6 
 
                        . . . . . . . . . . . . . . . . . . . . . . 7 
 
          . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 8 
 
                            . . . . . . . . . . . . . . . . . . . . 9 
 
           . . . . . . . . . . . . . . . . . . . . . . . . . . . . 10 
 
 
   . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 11

49 CFR primary solution areas.  (click on any chapter)
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1. SCADA System and User Interface
Tailoring liquid and gas pipeline systems to 

meet the mandates of 49 CFR 192.631 and 
195.446, including API (American Petroleum 
Institute) 1165 and API 1168 as specified in 49 
CFR 195, involves a number of challenges but can 
also lead to countless advantages. For instance, 
migrating your facility’s SCADA system to a 
single enterprise-wide platform helps create 
and sustain a dynamic operation, integrate all 
functions and ensure no activity is performed 
unknown to another. 

Pipeline operations carry unique requirements 
and demand a SCADA system which includes 
specific elements, applications and interfaces 
to fit the purpose at hand. The new regula-
tions complicate matters by demanding special 
requirements for the operators who monitor and/ 
or control the pipeline facility through a SCADA 
system. The requirements stress interconnec-
tivity between pipeline applications as critical to 
any compliance strategy and recognize the need 
to create in a clear, written fashion strict proce-
dures and processes to handle all activities for 
those in the control room and those in the field to 
transfer.

Specifically, 49 CFR 195.446 states: ”Each 
operator must provide its controllers with 
the information, tools, processes, and proce-
dures necessary for the controllers to carry 
out the roles and responsibilities the operator 
has defined….” Compliance is simpler if those 
processes are tied to specific devices and actions. 
Today’s technology is capable of accomplishing 
just that, using one tool embedded in the base 

level SCADA system to visualize processes and 
activities, enabling them to be developed as 
easily as logic for manual and automatic control 
functions. By overlaying a central platform on all 
pipeline management operations, facilities can 
meet the diverse demands of the new laws with 
one integrated offering. 

Tools. Applying a solution such as the ArchestrA® 
System Platform with its SCADA software 
system can help a facility both achieve compli-
ance and enhance the precision and safety of 
its pipeline operation. It provides a foundation 
for a series of applications that work together 
to integrate SCADA functions, HMIs, devices, 
workflow elements, mobile operations, training 
activities, safety, and alarm management at the 
engineering and design level. Beyond traditional 
engineering tools, HMI, and centralized database, 
such a package provides features for creating a 
fit-for-purpose configuration and achieves effi-
ciency second to none. Embedded in the system 
are alarm banners, faceplates, specialized control 
tools, and customized application objects for 
building a real-time and business environment, 
which can meet every element of the new laws. 

The bottom line: This enterprise-wide SCADA 
platform embraces all pipeline operations 
management functions, providing software 
and device connectivity for easy information 
integration. 

Benefits. This peak open control and enterprise 
system provides:
•	 easy import

•	 migration of legacy systems

•	 external system configurations

•	 easy conversion of non-structured device 
communication models into structured ones 
for increased maintainability 
 

•	 easy connectivity with a large selection of 
servers

•	 SCADA user interface supporting multiple 
client interfaces, information analysis and 
reporting, security access across firewalls, 
and more

User Interface graphics and stylings meet all of API 1165 requirements and provide the widest variety of designs in the market
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Specifically: 

Compliance managers can be assured that 
each component of the regulation from 

workflow to HMI to field responsibilities is met 
with the broad capabilities of the one system 
platform. 

Control room SCADA managers have a 
system capable of maintaining an integrated 

relationship between all applications at the level 
necessary for affordable compliance. With a truly 
integrated environment they can feel confident 
a change in one attribute in the SCADA system 
object deploys to all related objects, regardless of 
the application module. They can also be assured 
they are providing a SCADA user interface that 
has been designed for easy operator use and 
with a hierarchical display that meets all naviga-
tion requirements of the new laws.

Plant engineers benefit by being assured 
that capital investment preservation 

in hardware and in business applications are 
installed in a system with sufficient flexibility for 
future customization. Their system will benefit 
with improved maintenance, safety, and opera-
tions of the entire pipeline system thanks to the 
integration of field operations, shift handover and 
many other activities within a common SCADA 
platform. 

compliance.With
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2. Workflow Management 
Workflow applications help pipeline manage-

ment personnel know what to do every time an 
incident occurs and keep records of everything 
that happens. Beyond these benefits, they give 
facilities the ability to comply with a number 
of criteria in the new laws. Workflow solutions 
permeate the regulations. Reference to them can 
be found in: 

•	 Section (b) Roles and Responsibilities 

•	 Section (c) Adequate Information 

•	 Section (e) Alarm Management 

•	 Section (f) Change Management 

•	 Section (g) Operating Experience 

•	 Section (h) Training 

•	 API 1168 Section 7 

Automated workflow tools can help the 
controller by automatically driving downstream 
actions of processes which might distract him/
her from the primary task of returning the 
pipeline to a stable state. Management defines 
workflows ahead of time with great care to 
ensure all conditions, procedures and contingen-
cies are covered. When an alarm or action is 
engaged, the workflow automatically starts up. 
Events direct the workflow application to send 
alerts to field personnel, open the reports that 
need to be filled out, notify supervisors and other 
critical personnel of the situation, and much 
more. Equally important, workflow tools maintain 
a record of compliance and completion. Their 
most important value; however, is an ability to 

ensure a consistent set of procedures for quality 
and safety are followed. 

Tools: An example of a workflow application is a 
tool such as ArchestrA Workflow from Invensys, 
which provides enterprise-wide business process 
management (BPM) and advanced workflow 
software solutions for companies of every size 
in several industries. It uses the same tag name 
structure, pulls from the same database, and 
incorporates the same object model into its core. 
It is unique in that it is completely embedded into 
the SCADA system. 

The bottom line: This tool is designed with the 
controller’s work processes in mind and considers 
the engineer’s need to maintain and upgrade 
workflows.  

Benefits: An automated workflow toolset 
offers an organization innumerable benefits that 
extend across the facility. Specifically: 

Compliance managers will have complete 
confidence the procedures they install will 

continue to be performed down the road because 
they are automated and rely less on main-
taining training and documentation. Because 
the tools are embedded in the control system, 
it will be easy to perpetuate the process.  In the 
future, managers will know critical alarms or 
actions, which must adhere strictly to corpo-
rate protocols, are met because steps have 
been pre-defined and thoroughly thought out in 
advance. Automatically generated procedures are 
recorded and validated based on signature-and 
time-stamping. 

Control room SCADA managers can be sure  
during a series of complicated or emergency 

events the controller will be able to focus on the 
critical steps needed to stabilize the process, 
while the workflow tool drives the secondary and 
tertiary procedures. Workflow management can 
be applied to any process, which can be improved 
through the automation of controller activities 
during abnormal and emergency events. 

Plant engineers benefit from a consistent 
set of steps that have been planned in 

advance. Using their knowledge of and ability to 
create a remediation plan, plant engineers can 
harness the power of the workflow tool, ensuring 
proper steps are followed and knowing control-
lers have not been led to making potentially 
erroneous decisions. 

Workflow Tool used to meet Section (e)1 Alarm Management.
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3. Controller/Operator Training 
Any time an emergency occurs, a plant 

controller or operator must instinctively know 
what to do. He must be trained to respond 
reflexively. A comprehensive training program 
not only is required by law, but also helps ensure  
controllers and operators respond properly to 
all situations which occur in the plant and have 
had the opportunity to practice how to respond 
in advance. Training promotes safety, reduces 
downtime and makes good sense. 

According to 49 CFR 195.446/192.631 (h): 
training, ”facilities must establish a training 
system for controllers which teaches them to 
operate their systems in all types of conditions 
and trains their operators to communicate to 
other areas during emergencies.” Training simu-
lators play a significant role in helping facilities 
meet these requirements. However, today the 
training paradigm has shifted beyond HMI navi-
gation, alarm handling, and system stabilization 
and consequently requires significant consider-
ation by the training organization and the compli-
ance group. The training environment must cover 
the entire set of operations a controller encoun-
ters each day. The controller must be trained to 
handle all elements of communications to plant 
personnel and more. 

The law states a facility must establish a 
controller training program and review the 
content of that program to identify possible 
improvements at least once each calendar 
year and at intervals not exceeding 15 months. 
Training must include the use of a computerized 
simulator or non-computerized (tabletop) method 

which trains controllers to recognize abnormal 
operating conditions. Further, it requires what-if 
scenario training.

The law also recognizes field personnel as an 
important part of any operator safety and main-
tenance program. Because these personnel are 
separated from control centers, typically oper-
ating in remote locations, remote telemetry and 
standardized instructions are required to achieve 
the security required by the 49 CFR amendments. 
An embedded training system should give opera-
tors the ability to review setups and other proce-
dures used regularly but infrequently in advance 
of their application. 

Tools: Advanced simulation-based applications 
such as those offered by Invensys’ SimSci-Esscor 
and Energy Solutions International (ESI) provide 
high-level automated computerized training, 
which embraces all requirements noted in the 
new regulations. Their pipeline management 
training environment resides within the overall 
system platform to incorporate this compliance 
element into a cohesive and integrated system. 
Numerous applications can be simulated, from 
simple tie-back control to more complex activi-
ties such as understanding workflow, roles and 
responsibilities, accessing shift logs, and much 
more. Trainees work directly on the SCADA 
system using a dedicated training console. The 
instructor is able to set up pre-defined training 
scenarios or introduce changes and upsets, and 
then observe and assess operator reactions. 
Complex batch, capacity optimization, leak detec-
tion, and tank management applications, among 
others, may also be simulated. 

The bottom line: This tool provides a training 
environment, which includes all SCADA specific 
features, realistic alarm handling, and the overall 
communication tools and procedures required in 
section (b) and (c) of the law, in particular. 

Benefits. Integrated training simulators offer the 
facility a variety of tools for meeting the educa-
tional needs of controllers, operators, and other 
personnel at all levels. Specifically: 

Compliance managers can be assured 
operators and instructors are educated in an 

environment that allows the creation of specific 
multiple, dynamic what-if scenarios to which 
operators can react. They can ensure measur-
able results generated by the system’s built-in 

grading mechanism, which allows performance 
to be qualitatively and quantitatively defined. 
And they also benefit from the knowledge control 
room personnel have seen and have been trained 
to handle the entire set of actions they may 
encounter prior to the events taking place.

Control room SCADA managers can be sure 
the training system meets regulation require-

ments to completely emulate the real working 
SCADA system. This occurs in terms of operator 
interaction and the timing of processes and logic 
through the use of a virtual PLC, or controller, 
and the presence of two-way communication 
between each application. Use of a computer-
ized training system allows managers to present 
scenarios to the controller [as noted in section 
(h) (4) of the law] that would be difficult to 

construct without an 
automated system or 
with a generic control 
environment. 

Plant engineers 
can be assured 

personnel and techni-
cians have been trained 
and tested on their full 
set of responsibilities and 
have working knowledge 
of the pipeline system, 
especially during the 
development of abnormal 
operating conditions. 
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4. Alarm System Management 
Fast, reliable response to abnormal situa-

tions is a must in today’s industrial environment. 
Failure of a device, or a human being to act, can 
mean disaster, as a number of recent events 
have proven. A good alarm management system 
ensures that when an alarm sounds it is a true 
alarm and everyone involved will know what to do 
in response. 

The pipeline management regulations 
contained in 49 CFR require a documented plan 
that reaches down to the individual device or tag 
level. Among the new requirements are 49 CFR 
195.446 and 192.631, which require each operator 
using a SCADA system to have ”a written alarm 
management plan to provide for effective 
controller response to alarms.” The plan must 
cover six primary actions (see the regulation for 
more detailed information on each point): 

•	 Review SCADA safety-related alarm 
operations; 

•	 Identify monthly points affecting safety; 

•	 Verify safety-related alarm set point values 
and descriptions as correct; 

•	 Review the alarm management plan annually 
for effectiveness; 

•	 Monitor content and volume of controller 
activities and evaluate annually; and 

•	 Address plan deficiencies. 

 

It is a given that an operator’s response to and 
acknowledgement of alarms appear in the HMI. 
But within these new regulations, an operator 
must do more than deal with alarm floods and 
chattering alarms. Handling alarms must be 
viewed in the context of the entire pipeline. They 
must be managed from the control room and 
the process must embrace the entire workflow. 
Further, lessons learned must be captured for 
easy retrieval during future abnormal or emer-
gency conditions. 

Tools. Alarm management requires the capability 
for slicing and dicing alarms, but its real impor-
tance rests with laying out an alarm strategy 
or rationalization, and then implementing the 
alarms in the design of the HMI. This front-end 
process benefits from being supported by robust 
software bundled on top of the SCADA system. 
Systems such as ArchestrA System Platform 
provide a common, scalable engineering and 
HMI environment for managing alarms, including 
a high-performance historian and a specialized 
software package of alarm management tools for 
developing a comprehensive alarm strategy. This 
integrated application framework enhances visual-
ization and data management capabilities to meet all 
the needs of industrial automation and information 
personnel. 

The bottom line: This closed-loop solution offers 
continual evaluation and modification of alarming 
strategies. 

Benefits. An integrated approach to alarm operations 
and management ensures alarms are accurate and 
support safe pipeline operations. Specifically: 

Compliance managers benefit from integration 
of all operations data, regardless of the source. 

The closed-loop configuration ensures continual 
evaluation and modification of alarm strategies. 
Standardization in development and run-time opera-
tions environment saves time and money. Flexibility 
allows facilities to meet new needs and take advan-
tage of new opportunities. 

Control room SCADA managers gain access to 
real-time data and historical analysis. They can 

be assured that alarms that are created are truly 
important so that their controllers are focusing on 
immediate emergency and abnormal conditions. 

They can be confident that alarm statistics are being 
gathered and archived, and that they are operating 
in a rich environment in which alarms can be viewed 
and analyzed. They also benefit from the impact of a 
well-planned strategy based on workflow activities 
derived from critical alarms culled from the entire 
alarm list. 

Plant engineers benefit from integrated 
activities and communications that ensure 

all field changes occur with the full awareness 
and knowledge of control room operations. They 
also have instant access to accurate and detailed 
data and historical records when planning and 
implementing physical changes to pipeline equip-
ment or the configuration. 
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5. Change Management/  
Mobility Solutions 

Using a systematic, automated method for 
managing change not only helps facilities comply 
with the new regulations, but it also ensures 
everyone keeps in touch, boosting efficiency and 
productivity because no tasks are repeated or 
in conflict. The diverse requirements of pipeline 
system management, and the need for inte-
grating them according to the new regulations, 
are especially obvious when field personnel are 
involved. Communication between these key 
personnel must be foolproof. According to 49 CFR 
195.446 and 192.631, each operator must ensure 
any changes impacting control room operations 
are coordinated with control room personnel. 
Field personnel must contact the control room: 

•	 When emergency conditions exist [Section (f) 
2], and 

•	 When making field changes that affect 
control room operations (API 1168). 

Change management is a fundamental element 
of the new regulation. Facilities must ensure 
changes are handled consistently through an 
effective operations management system. 
Automation promotes consistent decisions during 
floods of events and actions, ensuring a repeat-
able set of actions—established and refined in 
advance— are followed by everyone, including 
field operators. Automated actions should be tied 
in to an integrated way to the control system to 
ensure appropriate change management proce-
dures are applied. 

Tools. Providing information between controllers 
and field personnel is critical to a safe and effi-
cient workplace. An option such as Wonderware 
IntelaTrac®, a record-keeping and procedural 
instruction tool for mobile field operators, can 
assist operators, field engineers, and supervi-
sors in creating inspection solutions to meet 
regulatory procedures; assigning, scheduling, and 
executing rounds; and reporting findings with 
assigned levels of criticality and severity back 
to the controller and into databases for future 
auditing. 

The bottom line: This tool for developing and 
implementing mobile procedures and records 
empowers field workers with best practices on 
their routes by providing intelligent work process 
management capabilities that comprehensively 
address pipeline management and terminal safety. 

Benefits. Automated procedures and record-
keeping help companies achieve significant 
productivity gains by creating a conduit between 
controllers in the control room and field personnel 
doing inspections and rounds, identifying 

scheduled and unscheduled maintenance activi-
ties, conducting reporting and event recognition, 
and performing alert handling and action valida-
tion. Specifically: 

Compliance managers can be confident 
these tools capably meet regulations for 

control room management change. The system 
also provides for coordination and communication 
between control room representatives, opera-
tor’s management, and associated field personnel 
when planning and implementing physical 
changes to pipeline equipment or the pipeline 
configuration. 

Control room SCADA managers can be 
assured these mobility solutions satisfy 

the element of providing an efficient means to 
communicate with ”field personnel.” As created 
and field coordination is required, this solution 
receives the workflows and generates more 
detailed actions for the field operator. 

Plant engineers benefit from access to 
the desktop module in the tool, which 

schedules and describes maintenance activi-
ties, crew availability, and the status of activi-
ties. The system also allows for the creation and 
validation of field procedures prior to sending 
workers to the field. Field personnel benefit from 
having access to a computer simulation of the 
user screen; an auditor function enables plant 
management to review field personnel responses 
and record comments as part of a specific 
procedure. 
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6. Comprehensive Shift  
Handover Tools 

An integrated web application framework puts 
a rich operating environment at the controller’s 
fingertips. This technology resides directly on 
the SCADA system, supporting logging informa-
tion, collecting shift handover data, defining 
lessons learned, defining the roles and respon-
sibilities of controllers and managers, collecting 
and managing safety alarms, and much more. In 
addition, it provides a repository that gives other 
stakeholders access to the electronic transfer of 
critical control room information. 

Such an application supports the documenta-
tion and audit trails required for conformance 
with 49 CFR regulations. It allows role-based 
collaboration among authorized users on a 
company’s intranet to add, change, or view 
information related to the actual operation and 
manage the audit trail of changes made to the 
SCADA system. The system makes use of a 
web-based interface, integrating directly into 
the SCADA HMI. The web portal can be used by 
authorized operators to capture information 
instantly to help with equipment operation. The 
system’s integrated operations logbook with shift 
log—as noted in 49 CFR 195.446 and 192.631 
(b) 4—can be configured to email log entries and 
preconfigured reports. 

Tools. Tools such as Invensys’ specialized inte-
grated Web Application Framework (iWAF) portal 
help achieve compliance with 49 CFR control 
room management requirements through an 

integrated environment that allows users to 
manage multiple operations. Such a system 
includes modules for: 

•	 Roles and responsibilities 

•	 Lessons learned 

•	 Shift handover 

•	 Point-to-point verification 

•	 Fatigue management 

•	 Alarm database documentation and 
commentary 

•	 Storage of SCADA displays 

These modules provide historical operations 
data web pages in tabular or graphic format; easy 
querying, filtering, and editing of data with web 
pages; and more, all accessible via the SCADA 
system or the company intranet. 

The bottom line: An integrated web applica-
tion and reporting framework links directly to 
the SCADA system to enable controllers and 
managers to view data once difficult, if not 
impossible, to collect. It maintains inter-shift 
communications and permits access to logged 
knowledge-based data. An incomparable tool 
that provides the repository of accumulated 
knowledge needed to support 49 CFR regulations, 
iWAF includes the electronic data transfer and 
collection modules controllers need for optimum 
and efficient exchange of knowledge.  

Benefits. Like all other tools in this integrated 
platform, the integrated web application frame-
work interfaces directly to the central database in 
the SCADA enterprise server and works together 
with other components as one unified package.
Specifically: 

Compliance managers can be assured of a 
system that achieves compliance validation 

through the documentation of inter-shift commu-
nications, lessons learned, and all field equipment 
modifications; defines roles for controllers during 
abnormal and emergency events; and provides 
a backup SCADA system testing documentation 
and audit trail. They also benefit from a tool that 
provides comprehensive collection and storage of 
alarm data and control room operational infor-
mation, and from a system that supports control 
accountability during a turnover activity. 

Control room SCADA managers can be confi-
dent they have a collection system that lets 

users make the most of their working knowl-
edge of the system, and that they have a portal 
that provides true shift collaboration between 
personnel. This solution stores information and, 
for certain functions, records information trading 
for auditing purposes. 

Plant engineers benefit from a rich envi-
ronment that allows them to extract log 

information, alarm statistics, and more. The 
portal lets upper management easily look into 
control room activities without logging onto 
the control network and allows control room 
management to view needed information directly 
on the control layer. 

The iWAF Shift Handover module provides users with critical data to support incoming and outgoing control room operators to  
ensure safety and efficiency and to meet 49 CFR regulation for a Shift Handover tool
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7. Compliance Plan  
Implementation/Analysis Services 

As companies formulate their plans and 
develop standard operating procedures (SOPs) 
to meet the DOT deadline requirements, they 
will naturally seek comprehensive solutions that 
cover every aspect and element. 

Some procedures may be automated; others 
may employ new manual methods; and in some 
cases existing processes will remain in place. 
Regardless of the approach, a strong 49 CFR 
compliance plan must address five critical tenets.  
 
Does your plan: 

1. Keep records of all procedures? 

2. Validate and quantify that the procedures 
were actually followed?

3. Perpetuate the procedures? 

4. Quantify that controllers have achieved profi-
ciency status?

5. Fix deviations? 

Not only do these questions need to be 
answered in the near term, the regulatory compli-
ance plan itself also needs to be reviewed and 
modified according to these tenets. As plans and 
processes change and as pipeline owners and 
managers become aware of new and improved 
solutions, action must be taken so the plan can 
withstand DOT audits. 

Tools. Implementation planning and gap analysis 
services are available to assist pipeline owners 
and managers in these tasks. Companies such 
as Invensys are especially skilled at developing 
solutions to meet regulatory concerns of process 
companies. For example, critical elements of 
virtually every section of the new regulations 
revolve around alarm management. Invensys’ 
alarm management experts can review new 
processes and evaluate their applications to 
ensure they address the five critical plan tenets. 
Invensys’ implementation planning and gap 
analysis program includes access to a regula-
tory compliance team that will help formalize 
and present processes in formats known to be 
acceptable to the DOT. 

The bottom line: As your company develops and 
modifies its set of 49 CFR-compliant standard 
operating procedures, it will also need to update 
its planning process. Invensys’ capabilities both in 
engineering & consulting and in product devel-
opment, position it to support your compliance 
program efforts. In particular, it can stand behind 
its suggestions because its proven track record 
has already applied these techniques in various 
industries. 

Benefits: A strong implementation plan and 
on-going planning process provides the SCADA 
group with CFR-quality analyses and information 
on new technologies to facilitate advanced tool 
decision making that supports compliance. 

 

Compliance managers can be assured that 
new SOPs will be appropriately applied 

and documented as the program advances. In 
addition they have access to external expertise 
for support which may not be available within 
their organization. 

SCADA control room managers benefit 
from the assistance of an organization that 

provides gap analyses services. As new oppor-
tunities become available, these services can 
significantly help the SCADA control room define 
optimal solutions. 

Plant engineers can make use of a combi-
nation of resource planning and gap 

analyses to ensure their organization stays 
current on services and products and that their 
regulatory compliance plan is up-to-date.
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Introduction
New regulations from the U.S. Department 

of Transportation (DOT)—49 CFR 195.446 
and 49 CFR 192.631—define the minimum 
requirements for Supervisory Control and 
Data Acquisition (SCADA) systems used for 
pipeline monitoring and transportation. Under 
the recently released regulations, owners 
migrating SCADA systems to a central system 
or upgrading them to handle more lines will 
be required to conform to these regulations. 
Patchwork SCADA systems which were once 
allowed will no longer be permitted.

This document summarizes an Invensys’ white 
paper on strategies for addressing these new 
regulations. The complete presentation examines 
each line item in the new regulations and defines 
and comments on Invensys solutions. It also 
discusses API 1165 and API 1168, which are called 
out in the regulations. Interconnectivity between 
pipeline applications is a critical Invensys strategy 
especially important when conformance to 49 
CFR195.446 and 49 CFR 192.631 is required. Its 
workflow and mobile operator solutions, web 
portal, training and alarm management systems 
all interface directly to the central database in its 
SCADA enterprise server. In fact, all systems work 
together as one unified system. What follows 
are highlights of the primary points raised in the 
whitepaper. To read the complete report, visit the 
Invensys website at www.real-time-answers.
com/49cfr.

Applications integration
Today’s SCADA system has expanded to be a 

SCADA enterprise server system, the base system 
with the mandatory control and data acquisition 
environment for the pipeline system. When opera-
tors upgrade their SCADA system, applications for 
change management, training, field operations, shift 
handover, alarm management and revision manage-
ment are mandated. Integration with the SCADA 
system is not required, but undoubtedly will improve 
maintenance, safety, and operations of the pipeline 
system. Virtually all 49 CFR requirements are directly 
related to pipeline activities.

Litmus test for certification
The new regulation is a performance-based set of 

requirements for liquid pipeline operators. The DOT 
suggests that validating a SCADA system based 
on the regulation should be at the discretion of the 
owner. DOT will conduct evaluations of the SCADA 
system and requisite applications to ensure the 
owner follows their internal standards.

Value proposition for  
the new regulation

49 CFR 195.446 and 49 CFR 192.631 identify 
changes and recommendations for owners of SCADA 
systems. Invensys’ SCADA system delivers all the 
required elements to meet the changes in 49 CFR, 

API 1165, and API 1168. To better understand what 
the regulation means to our customers, we have 
broken it down by section and discuss relevant 
Invensys solutions.

Invensys’ SCADA solutions
Here are Invensys solutions that can be applied 

to a SCADA system installation. For more on each, 
read the complete whitepaper or visit the Invensys 
website.

1. SCADA (SCADA enterprise server)

2. Alarm Management alarm philosophy and 
alarming management tools and software 

3. SimSci-Esscor/ESI (Energy Solutions 
International)

4. Wonderware Mobility Solutions (IntelaTrac)

5. ArchestrA Workflow software

6. Integrated Web Application and Reporting 

7. ArchestrA SCADA Basic Functionality

Change management
A fundamental element of the regulations, 

including API 1165 and API 1168, revolves 
around change management. Ensuring that 
a consistent application of the changes can 
be met by a series of automated processes 

An Executive Guide to 49 CFR parts 195.446 and 192.631 Regulations

The VALV_001 object shown as the nucleus in the left section of the diagram contains all associated attributes. The right half of the 
diagram shows how the VALV_001 object is applied to key SCADA system components. A change in the alarm and event attribute, 
for example, would be deployed immediately to the workflow, alarm management and all other relevant application components.

http://www.real-time-answers.com/49cfr/archive.asp?email=CE@eguide.com&campaign=49CFR-Eguide
http://www.real-time-answers.com/49cfr/archive.asp?email=CE@eguide.com&campaign=49CFR-Eguide
http://iom.invensys.com
http://iom.invensys.com
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is imperative. Consider the implications and 
benefits of automated solutions integrally tied 
to the control system and the implications 
of quantifying and recording the actions to 
ensure that change management is applied and 
perpetuated within your organization.

Control Room Management 
—Regulation 49 CFR 195.446  
and 49 CFR 192.631

For a verbatim account of the regulations, 
read the complete whitepaper online at iom.
invensys.com. To obtain a copy of the regula-
tions, go to the U.S. Code of Federal Regulations 
publications at cfrpublications.com and the 
American Petroleum Institute at api.org/
standards.

(a) General. This section applies to each 
operator of a pipeline facility with a controller 
in a control room who monitors and controls 
all or part of a pipeline facility through a SCADA 
system. Each operator must follow written 
control room management procedures that 
implement the requirements of this section.

(b) Roles and responsibilities. Each operator 
must define the roles and responsibilities 
of a controller during normal, abnormal, and 
emergency operating conditions. To provide 
for a controller’s prompt and appropriate 
response to operating conditions, an operator 

must define each of the points noted below. 
ArchestrA SCADA, ArchestrA Workflow, and 
the integrated Web Application Framework 
help achieve compliance to this section of the 
regulation, which implies that the controller 
should completely understand how to react to a 
situation. The system should be integrated and 
automated via the SCADA enterprise server.

1. Controller’s authority during normal 
operations;

2. Controller’s role during abnormal operating 
conditions;

3. Controller’s role during an emergency. 
ArchestrA SCADA system provides the basic 
SCADA HMI interface and security level defi-
nition for operators and ArchestrA Workflow 
module provides documented procedural 
steps from the control room to virtually any 
authorized party.

4.  Recording controller shift-changes and 
handover of responsibilities. Integrated Web 
Application Framework provides an environ-
ment to load shift handover comments.

(c) Provide adequate information to controllers. 
The operator must provide documentation and 
planning tools for the entire system as it changes 
architecture. In the ArchestrA SCADA system, any 
database changes can be captured by a simple 
database dump to the web portal. ArchestrA 
Workflow, SimSci-Esscor/ESI Training, integrated 
Web Application Framework, and alarm manage-
ment also apply to this portion of the regulation.

1. (49 CFR 195.446) and (1) (49 CFR 192.631) 
incorporate certain sections of API RP 1165. 
ArchestrA SCADA system is applicable for 
meeting specific HMI requirements.

2. Conduct point-to-point verification between 
SCADA displays and related field equipment. 
The integrated Web Application Framework 
solution tracks all (required) IO points. 

3. Test and verify a manual operation commu-
nications plan. SimSci-Esscor/ESI Training 
enables training on the SCADA system and 
how to react to dynamic changes; ArchestrA 
Workflow in conjunction with SimSci-
Esscor/ESI Training lets operators test and 
verify communications plans during simu-
lated scenarios.

4. Test backup SCADA systems. The inte-
grated Web Application Framework 
provides a tool to maintain various back-up 
instructions tied directly into ArchestrA 
SCADA.

5. (49 CFR 195.446) and (5) (49 CFR 192.631) 
outline procedures when a different 
controller assumes responsibility. The 
integrated Web Application framework and 
ArchestrA Workflow modules handle load 
shift handovers and document procedural 
steps from the control room to virtually any 
authorized party.

(d) Fatigue mitigation and schedule setting as 
recommended in API 1165: This requirement is 
typically met by the owner’s in-house training 

organization via classroom, video, or other type 
of training using ArchestrA SCADA system.

1. Shift lengths and schedule rotations

2. Fatigue mitigation strategies

3. Training to recognize fatigue effects

4. Establishing hours-of-service limits

(e) Written alarm management plans. Invensys’ 
alarm management software, ArchestrA 
SCADA, and ArchestrA Workflow may be used 
to handle alarms in the context of the entire 
pipeline and manage them from the control 
room.

1. Review SCADA safety-related alarm opera-
tions. Invensys’ alarm management tools 
provide a means to rationalize the alarm 
strategy prior to setting and managing alarms 
in a real-time ArchestrA SCADA environment.

2. Identify points affecting safety monthly. 
The ArchestrA SCADA system archives and 
provides alarm statistics; Alarm Management 
helps view and analyze alarms.

3. Verify safety-related alarm setpoint values 
and descriptions annually. Alarm Management 
captures setpoint data and allows collection 
and storage through a web portal. The inte-
grated Web Application Framework module 
displays and stores values.

4. Review alarm management plan annually. 
Consultancy on Alarm Management is a 
compliance key. ArchestrA Workflow also 
supports this element of the regulation.

http://iom.invensys.com/EN/pdfLibrary/WhitePaper_Invensys_PipelineSolutions49CFR195446Conformance_04-11.pdf
http://iom.invensys.com/EN/pdfLibrary/WhitePaper_Invensys_PipelineSolutions49CFR195446Conformance_04-11.pdf
cfrpublications.com
http://api.org/standards
http://api.org/standards
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5. Analyze controller activity annually. 
ArchestrA SCADA audit logs and event 
management embedded tools monitor 
alarms and actions; Alarm Management 
software and ArchestrA Workflow provide 
additional analysis tools.

6. Remedy deficiencies. The "lessons learned" 
section of the integrated Web Application 
Framework helps meet this requirement.

(f) Change management. The regulation requires 
long-term management of change (MOC), which 
is simplified through automation using such solu-
tions as Alarm Management, Wonderware Mobility 
Solutions (IntelaTrac), and SimSci-Esscor/ESI Training 
and Leak Detection (ESI, an Invensys partner).

1. (49 CFR 195.446) and (1) (49 CFR 192.631) covers 
coordination of control room activities and 
communications between personnel through 
the implementation of section 7 of API RP 1168. 
Compliance with these requirements is facilitated 
by ArchestrA Workflow, ArchestrA SCADA basic 
alarm functions, Wonderware Mobility Solutions 
(IntelaTrac), and SimSci-Esscor/ESI Training, and 
Leak Detection.

2. Field personnel requirements during emergen-
cies and under other conditions. This section 
can be met using ArchestrA Workflow and 
Wonderware Mobility Solutions (IntelaTrac) which 
help manage field personnel.

3. (49 CFR 192.631) Control room management 
participation. Management is responsible for 
creating this process.

(g) Operating experiences. This requirement 
involves "lessons learned" and can be imple-
mented using Integrated Web Application 
Framework, ArchestrA Workflow, SimSci-
Esscor/ESI Training, and Alarm Management.

1. 195.50 and 195.52 (49 CFR 195.446) and 
49 CFR part 191 (49 CFR 192.631) require 
accident reporting and remedying defi-
ciencies related to (i) controller fatigue; (ii) 
field equipment; (iii) the operation of any 
relief device; (iv) procedures; (v) SCADA 
system configuration; and (vi) SCADA 
system performance. These are facilitated 
by Invensys’ integrated Web Application 
Framework, Alarm Management, SimSci-
Esscor/ESI Training, and ArchestrA 
Workflow.

2. Training program "lessons learned" is facili-
tated by the integrated Web Application 
Framework and SimSci-Esscor/ESI Training.

(h) Controller and operator training programs. 
This section, which embraces basic and emer-
gency operator and controller training, is facili-
tated by SimSci-Esscor/ESI Training, ArchestrA 
Workflow, IntelaTrac, and Alarm Management 
software.

1. Abnormal operating conditions. These 
requirements can be managed through 
SimSci-Esscor/ESI Training. Response to 
emergency procedures is facilitated by 
SimSci-Esscor/ESI Training, ArchestrA 
SCADA, ArchestrA Workflow, or IntelaTrac 
modules, which allow self-testing. 

Computerized simulators or non-comput-
erized (tabletop) methods for abnormal 
operating condition training. SimSci-
Esscor/ESI Training provides a computer-
ized instructor/operator environment to 
simulate the operator experience. IntelaTrac 
provides a desktop tool to create and 
validate field procedures prior to sending 
them to the field. ArchestrA Workflow, 
IntelaTrac, and ArchestrA SCADA are 
components of the training system that 
can emulate real-life situations.

2. Emergency communications training. Meet 
this requirement with SimSci-Esscor/
ESI Training, ArchestrA SCADA, ArchestrA 
Workflow, and IntelaTrac, which can create 
and manage an instructor/operator simu-
lated environment. 

3. Pipeline system training for abnormal 
operating conditions. SimSci-Esscor/ESI 

Training teaches controllers how to handle 
alarms and events created by instructor 
scenarios. ArchestrA SCADA, ArchestrA 
Workflow, and IntelaTrac are also useful in 
developing an instructor/operator simu-
lated environment. 

4. Periodic but infrequent pipeline operating 
setups. SimSci-Esscor/ESI Training teaches 
controllers about various conditions 
created by instructor scenarios; IntelaTrac 
provides off-line computer simulation to 
test procedure creation and validation. 
Scenario setups may be driven from any 
of several applications, including SimSci-
Esscor/ESI Training, ArchestrA SCADA, 
ArchestrA Workflow and IntelaTrac. The 
integrated Web Application Framework 
provides an off-line environment to review 
lessons learned.

Specialized integrated Web Application Framework (iWAF) portal helps achieve compliance with 49 CFR control room manage-
ment requirements through an integrated environment that allows users to manage multiple operations
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(i) Compliance validation: Operators may be 
required to submit procedures to PHMSA or 
appropriate state agency. All Invensys activities 
relevant to this regulation are recordable for 
auditing purposes.

(j) Compliance and deviations. An operator 
must maintain records for review during 

inspection. ArchestrA SCADA, ArchestrA 
Workflow, SimSci-Esscor/ESI Training, 
Wonderware Mobility Solutions, and Alarm 
Management software all apply to this section.

1. Compliance demonstration records. The 
integrated Web Application Framework 
provides an intranet portal environment to 

review lessons learned for important proce-
dures. SimSci-Esscor/ESI Training provides 
a method for evaluating and grading opera-
tors on their responses to scenarios. Alarm 
Management software includes tools to 
report alarm statistics. ArchestrA Workflow 
defines automated actions and allows work-
flows to be saved. Wonderware IntelaTrac’s 
Auditor Plus enables management to 
review field personnel responses and record 
comments.

2. Documentation of necessary deviations. 
The integrated Web Application Framework 
provides an off-line environment to review 
lessons learned; ArchestrA Workflow can 
create malfunction reports.

API 1168 Review
49 CFR 195.446 specifically calls out Sections 

5 and 7 of API 1168 in its discussion of pipeline 
control management. It offers industry best 
practices to consider when developing or 
enhancing operating procedures.

Section 5- Shift turnover guidelines. 
Establishing practices for shift turnover reduces 
the possibility of an incident and improves 
pipeline operations.

5.1- Shift turnover procedure. Integrated Web 
Application Framework supports control 
accountability during the turnover, with a 
permanently maintained record of turnover 
activity. 

5.2- Shift turnover meeting. Use integrated Web 
Application Framework to manage checklists 
of tasks and completions.

5.3- Information to exchange. The integrated 
Web Application Framework provides a rich 
environment to log many kinds of informa-
tion, including logbook entries, numbers of 
lessons learned, point-to-point verifications, 
historical operations data web pages, audit 
trails, and more.
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SUMMARY

49 CFR 195.446 and 49 CFR 192.631 requires pipeline opera-
tors implement policies and procedures to ensure a safe and 
reliable system. To ensure that the procedures are put into place, 
operators will undergo a self-policing program that validates 
the processes have been changed and continue to be followed. 
Validation can be accomplished in two ways: an operator can 
maintain strict and up-to-date manuals and guidelines on the 
new procedures; or an operator can create the same procedures 
in a written form and transfer them to an automated solution 
with applications driven directly from the SCADA system.

49 CFR QUESTIONS ANSWERED

Visit the Pipeline SCADA archive to view on demand webcasts, 
additional articles and an education video  

www.real-time-answers.com/49CFR.

5.3.1- Emergency/abnormal operating condi-
tions. The integrated Web Application 
Framework helps create an environ-
ment for communicating emergency or 
abnormal operating conditions.

5.3.2- Daily operation information. Use the 
integrated Web Application Framework’s 
rich environment to list information for 
incoming shifts.

5.3.3- Status of scheduled/unscheduled main-
tenance activities. Wonderware Mobility 
Solutions (IntelaTrac) and integrated Web 
Application Framework contain modules 
to meet these requirements.

5.3.4- Incident information. Wonderware 
Mobility Solutions (IntelaTrac) and 
integrated Web Application Framework 
help schedule and describe maintenance 
activities, crew availability, and status 
of activities, and list them for incoming 
shifts.

5.3.5- Changes to physical assets, procedures 
and/or responsibilities. Integrated Web 
Application Framework logs changes 
to physical assets and lists them for 
incoming shifts in the integrated Web 
Application Framework.

5.3.6- Alarm reviews. Alarm Management 
provides alarm review solutions while 
ArchestrA SCADA provides alarm 
analysis tools.

5.3.7- Third-party incidents. This information 
can be listed for incoming shifts in the 
integrated Web Application Framework.

Section 7: Pipeline control MOC. Change is a 
regular part of pipeline control operations that 
must be managed and governed by effective 
processes and procedures.

7.1- Pipeline control room personnel. 
Management is responsible for creating 
this process.

7.2- Systems/processes undergoing change. 
API 1168 specifically notes processes 
that lend themselves to automation. 
ArchestrA Workflow, Wonderware 
Mobility Solutions (IntelaTrac) and the 
integrated Web Application Framework 
help accomplish these tasks and meet 
these requirements.

7.3- Notification and training. SimSci-Esscor/
ESI Training, Management Procedures, 
teaches operators using an instructor/
operator flight simulator environment. 
Other applications such as the inte-
grated Web Application Framework and 
ArchestrA Workflow are typically imple-
mented by the owner’s in-house training 
organization. 

7.4- Emergency MOC. ArchestrA SCADA and 
Leak Detection (ESI, an Invensys partner) 
help make important information for 
safe pipeline operation available to the 
operator. ArchestrA Workflow shows 
operators how to respond to various 
activities as they happen.

http://www.real-time-answers.com/49CFR
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An Integrated Approach  
to Pipeline Control

Invensys’ single, integrated SCADA system 
meets the unique system requirements of liquid 
and gas pipelines, fulfilling every element required 
by 49 CFR 195.446 and 49 CFR 192.631

Liquid and gas pipelines have unique require-
ments compared with other applications requiring 
SCADA systems. Many companies have SCADA 
systems but Invensys has the required elements, 
applications and interfaces that make it a fit-for-
purpose liquid and gas pipeline SCADA system. 
This is only available because of Invensys’ unique 
philosophy to build all of our applications on the 
System Platform foundation. 49 CFR 195.446 and 
49 CFR 192.631 mandate specific solutions for 
liquid pipeline systems which are very diverse, but 
the Invensys  portfolio of solutions which are all 
built on our System Platform and anchored by our 
ArchestrA SCADA system make us the only vendor 
in the entire industry that can solve all of these 
requirements with one integrated offering.

 Our applications work together at the engi-
neering and design level, making integration 
between our SCADA system, HMI system, device 
integration, workflow products, mobile operator  
systems, training systems, safety systems and 
alarm management unique in the market place.

About Invensys
Headquartered in Plano, Texas, its solutions 

are used by more than 40,000 clients around the 
world in more than 225,000 plants and facilities. 
Invensys Operations Management’s offerings 
are delivered under several prominent industry 
brands, including Avantis, Eurotherm, Foxboro, 
IMServ, InFusion, SimSci-Esscor, Skelta, Triconex 
and Wonderware. The company’s approximately 
9,000 employees and its global partner ecosystem 
inte grate these products and services to help 
clients collaborate across systems and enterprises 
in real time, extracting critical data to make faster, 
better decisions and synchronize their opera 
tions from the plant floor to the executive offices, 
aligning production goals with business objec 
tives. To learn more about Invensys Operations 
Management, visit iom.invensys.com.

On a global scale, Invensys Operations 
Management:

•	 Helps generate 20% of the world’s electricity

•	 Helps produce 23% of the world’s chemicals

•	 Helps produce 62% of the world’s liquefied 
natural gas

•	 Helps refine 17% of the world’s refined products

•	 Helps Run 36% of the world’s nuclear power 
plants using Foxboro control systems

•	 Serves 23 of the top 25 petroleum companies

•	 Serves 47 of the top 50 chemical companies

•	 Serves 19 of the top 20 pharmaceutical 
companies

•	 Serves 30 of the top 50 nuclear power plants

•	 Serves 650 fossil power units with a total 
capacity of 200 G

Invensys Overview

”Invensys is ahead of the 
curve on 49CFR. The other 
companies we have seen 
talk about what they can 
do, and some talk about 
what they are planning to 
do. But Invensys is the only 
company demonstrating that 
they can do it.”
— major pipeline customer

http://iom.invensys.com

