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Sponsor Profile
Moxa, Inc. – 
A Leader and Trusted Partner in 
Automation Solutions
Founded in 1987, Moxa is now one of 
the leading manufacturers of industrial 
networking, computing, and automation 
solutions. Moxa provides thousands of 
hardware and software products and 
draws upon 25 years of accumulated 
expertise. We deliver network-centric 
automation solutions that integrate 
automation and IT systems into a single 
network platform that simplifies man-
agement, reduces costs, and achieves 
greater reliability and efficiency. 
 
Industrial Networking Solutions
Moxa offers a wide array of device
networking products that feature open
Ethernet infrastructure, industry-proven 
standards, extended temperature 
tolerance, environmental protection, 
and network redundancy to ensure 
network availability and reliability. 
Product lines range from industrial 
Ethernet switches, industrial wireless 
devices, serial cards, serial device 
servers, and embedded device servers, 
to USB and fieldbus components. All of 
our products are designed to stand up 
to harsh environments and are ideal for 
deploying mission critical applications in 
fields such as maritime, oil and gas, 

power and utilities, rail, and factory 
automation.
 
Industrial Computing Solutions
Moxa’s industrial embedded solutions 
are used to construct powerful frontend
controllers that can execute onsite data 
collection and control at widely distrib-
uted remote sites through industrial 
Ethernet or wireless backbones. All of 
the computers feature rugged reliability 
and fanless operations with a wide 
operating temperature range of -40 to 
85°C. Our products feature a user-
friendly environment that makes appli-
cation development easy. Moxa 
provides prompt and extensive custom-
ization services in addition to a wide 
selection of ready-to-run products such 
as industrial computers, wireless 
computers, and wide temperature 
computers.
 
Remote Automation Solutions
Active Ethernet I/O solutions featuring 
intelligent I/O data transmission are the 
cutting edge of IP-based data acquisi-
tion and control technology. Moxa’s 
Active Ethernet I/O and Cellular I/O 
solutions maximize the real-time acces-
sibility of remote site measurement and 
control applications. Moxa also offers 
SCADA-compatible IP surveillance 

solutions that integrate network video 
monitoring to implement real-time visual 
management for SCADA/RTU applica-
tions. Our vast selection of automation 
products includes programmable 
automation controllers, cellular wireless 
I/Os, Active Ethernet I/Os, remote 
Ethernet I/Os, and IP-based video 
servers and cameras.

How to contact Moxa
Tel: 1-714-528-6777
Fax: 1-714-528-6778
Web: www.moxa.com
Email: info@moxa.com
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Adding Ethernet protocol options
 If your device has to be able to communicate using more than one
industrial Ethernet protocol, the number of options is growing.
Peter Welander, Control Engineering
Let’s say you are a manufacturer and 
you have to build a group of machines 
that need Ethernet connectivity to 
transmit data and receive instructions. 
These could be analyzers, motor 
control centers, multivariable process 
sensors, controllers, or just about 
anything. What are your options?

If these machines are part of a normal 
product line and you expect to make 
them again and again, you’ll build the 
Ethernet interface directly into the main 
electronics. If these are for a smaller 
manufacturing lot, you may decide to 
use a commercial off-the-shelf (COTS) 
Ethernet module for the sake of expedi-
ence.

Now, to further complicate things, let’s 
say the specification calls for the device 
to communicate via one of the common 
industrial Ethernet protocols, such as 
EtherNet/IP, Profinet, EtherCAT, or 
others, but not one specifically. The 
customer (or your marketing depart-
ment) wants the ability to do a final 
configuration at the plant during installa-
tion, and may even want to go so far as 
to be able to change to another after 
some period of time. What this means 

is that you cannot make the selection 
permanent at the factory. That is a little 
more challenging because it eliminates 
using ASICs (application specific 
integrated circuits) or other hardwired 
approaches.
 
“Most industrial communication can be 
described in terms of the 7-layer OSI 
model for communications,” says Tom 
Weingartner, vice president of market-
ing for Innovasic Semiconductor. “Typi-
cally, layers 1 and 2 are implemented in 
hardware and layers 3 through 7 are 
implemented in software. Ideally, you 
would like one hardware solution and 
simply change the software for each 
industrial communication protocol. 
However, physical connections and 
electrical characteristics require differ-
ent hardware for layer 1 from one 
protocol to another, and real-time 
response may require different hard-
ware from layer 2 and above.”

What are your options? There are more 
choices than you may realize. 

FPGAs
A field programmable gate array 

(FPGA) contains a matrix of reconfigu-
rable gate array logic circuitry that can 
be configured to create a hardware 
implementation of a software applica-
tion. Sophisticated development tools 
from chip suppliers are enabling 
embedded control system designers to 
create and more easily adapt FPGA-
based applications.
 
Unlike processors, FPGAs use dedi-
cated hardware for processing logic 
and do not have an operating system. 
Because the processing paths are 
parallel, different operations do not 
have to compete for the same process-
ing resources. That means speeds can 
be very fast, and multiple control loops 
can run on a single FPGA device at 
different rates.
 
FPGAs can also be reconfigured, 
allowing designers and users a high 
degree of flexibility. A real-life example 
of this is the FPGA RTEM (real-time 
Ethernet module) available from Soft-
ing. This is a COTS Ethernet connectiv-
ity module mentioned earlier. The 
company says that this unit is designed 
to offer a cost-effective board-level 
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module for use with low-volume prod-
ucts or when a device manufacturer 
does not have the necessary R+D 
bandwidth to design a real-time Ether-
net interface from scratch. It serves as 
a complete interface for connecting field 
devices to the Profinet, EtherNet/IP, and 
Modbus/TCP Ethernet protocols.
 
Softing’s module uses an Altera 
Cyclone FPGA as its heart. Altera 
characterizes this design as created for 
small form factor applications in wire-
less, wired, military, broadcast, indus-
trial, consumer, and other communica-
tions applications. FPGAs use IP 
(intellectual property) blocks or cores to 
support the required communication 
protocol. Using pre-built IP cores helps 
simplify creating the configuration to 
implement complex or specialized 
features. The IP can be protected with 
encryption with volatile and nonvolatile 
keys.
 
They can be reused with different 
design or size devices, and can include:
• Hardened memory controllers support   
ing Mobile DDR, LPDDR2 SDRAM, and 
400-MHz DDR3 SDRAM
• PCI Express Gen2 x1 with multifunc-
tion support and
• Variable-precision digital signal 
processing (DSP) blocks.

In addition to Altera, FPGAs are avail-

able from a number of sources, includ-
ing Xilinx. Ethernet modules are also 
available from National Instruments.
 
Configurable networking
processors
In addition to FPGAs, there are proces-
sors that can be configured for specific 
functionality. Here are two examples.
 
Innovasic manufacturers a controller 
family called FIDO (flexible input, 
deterministic output). Simply stated, this 
is a CPU32+ processor with configu-
rable I/O. The company characterizes 
this as moving specific real-time operat-

ing system (RTOS) functions into the 
silicon to provide real-time control 
capability and allow users to develop 
and debug their code faster than is 
possible on conventional microcon-
trollers. Complete solutions are avail-
able for industrial Ethernet protocols. 
Context switching, context manage-
ment, scheduling, priority control, and 
memory protection are all built-in. For 
some applications, this capability 
eliminates the need for an RTOS 
altogether, or it may need only a small 
footprint RTOS.
 
The chip’s functionality or communica-
tion protocol can be changed by down-
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loading new firmware over the Ethernet 
interface or through the controller’s 
debug port. Some typical applications 
are communication adapters, gate-
ways, I/O modules, and communication 
interfaces in PACs/PLCs.
 
Hilscher offers its netX controller 
platform, which it says is a highly 
integrated network controller with a new 
system architecture optimized on 
communication and maximum data 
transfer. Each communication channel 
consists of three freely configurable 
ALUs (arithmetic and logic units), which 
can be configured with their command 
set and infrastructure to work with most 
fieldbus and real-time Ethernet 
systems.
 
With four configurable network commu-
nication channels, netX can support 
multiple communication protocols 
simultaneously. It can be used as a 
network co-processor with a standard 
dual-port memory interface or as a 
highly integrated single-chip solution for 
your custom control applications.
 
The central data switch connects via 
five data paths to the ARM CPU and 
the communication, graphic, and host 
controllers with the memory or the 
peripheral units. This allows the control-
lers to transmit their data in parallel. 
The controllers of the four communica-

tion channels are structured on two 
levels and are identical to each other, 
consisting of dedicated ALUs and 
special logic units that receive their 
protocol functions via microcode.
 
Making a selection
Given this range of options, how do 
you choose? 

“With all of the advancements in 
FPGAs and processors becoming 
more configurable, the lines between 
these types of solutions are really 
getting blurred,” says Weingartner. 
“What you are seeing in the market 
right now is the FPGA guys providing 
HDL IP blocks so you don’t have to 
program the FPGA, and the processor 
guys providing software so you don’t 
have to program the processor. Which 
is the better approach? First and 
foremost is the solution that can meet 
your industrial Ethernet performance 
requirements. However, if FPGAs and 
standard processors all meet some 
minimum level of performance, that’s 
when you need to start looking at total 
ownership cost of the solution and its 
availability for an automation system’s 
product lifecycle.”

- Peter Welander is a content manager 
for Control Engineering, 
pwelander@cfemedia.com.

www.altera.com
www.hilscher.com
www.innovasic.com
www.ni.com
www.softing.com
www.xilinx.com
http://www.controleng.com/media-library/webcasts.html
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Ethernet protocol selection, other implementation answers
Why use EtherNet/IP Ethernet protocol? Is it a new or upgrade installation? Will you be doing the work
without IT? What are key considerations to optimize your next industrial Ethernet implementation?
Brian Oulton, director, networks business, Rockwell Automation has some answers.

Certain consideration up front will help 
optimize your next industrial Ethernet 
implementation, according to Brian 
Oulton, director, networks business, 
Rockwell Automation. Questions and 
answers follow.

Why was Ethernet chosen 
instead of another industrial 
network? 
To achieve true business agility, 
machine builders and manufacturers 
need a simple network architecture 
that can connect across applications 
and from the IT infrastructure to the 
instrumentation level in order to access 
real-time production data. By far the 
most popular is Ethernet.

Ethernet has been very popular for 
many years as a programming and 
human-machine interface (HMI) 
network in industrial automation 
because of its speed and ability to 
handle large amounts of data, such 
as the download of a programmable 
controller program. As the technol-
ogy moved from 10M and hubs to 
100M and switches, vendors added 

many more automation products and 
expanded Ethernet’s usage to include 
most, if not all, of the space occupied 
by traditional fieldbuses. Machine 
builders are adopting Ethernet rapidly 
because it has proven to work well, 
handle a variety of applications, and is 
well known due to its use in the busi-
ness enterprise.

What Ethernet protocol do you 
need and why? 
EtherNet/IP [an ODVA protocol] is the 
world’s leading open industrial Ethernet 

network capable of handling the widest 
range of applications, including 
discrete, safety, motion, process, and 
drive control. EtherNet/IP delivers 
interoperable Ethernet products from 
more than 300 vendors, including 
Cisco, Schneider Electric, Omron, 
Bosch Rexroth, and Rockwell Automa-
tion, providing more than 1,000 product 
lines and several million installed 
devices on EtherNet/IP. Because 
EtherNet/IP uses readily available, 
off-the-shelf media and complies with 
IEEE 802.3/TCP/UDP/IP standards and 
conventions, IT professionals and 
engineers can collaborate easily to 
deploy and maintain security, reliability, 
and quality of service.

Are multiple protocols used 
on the same Ethernet physi-
cal layer? 
EtherNet/IP uses standard Ether-
net (IEEE-802.x) and standard 
TCP/IP/UDP. It is an application-
layer protocol that can coexist 
alongside the many commercial 
and business application protocols 
used today for web (http), e-mail 

(smtp), voice, video, etc. EtherNet/IP 
itself has only one version that supports 
the many diverse industrial applications 
named above.

Is the installation new or an 
upgrade? 
Effectively coping with increased 
demand means ensuring more efficient 
production methods. Askim Mek Verk-
sted AS, a subsidiary of Glava AS, is 
one of only a handful of manufacturers 
supplying cold end glass wool produc-
tion machinery and manufactures 
specialized machines designed to 
package difficult-to-handle glass wool 
insulation products. AMV’s unique 
Battpacker system completely auto-
mates the entire cold-end process of 
glass wool production, transforming raw 
material into palletized, ready-to ship 
product. The packaging process is a 
complex one, involving numerous 
operations, all of which have to be 
carried out with a high degree of preci-
sion and repeatability. AMV has built up 
considerable expertise in this specialist 
area, which has seen its Battpacker 
system gradually evolve as technolo-
gies have improved. But for its latest 
version, AMV took the more radical step 
of completely reevaluating Battpacker’s 
control architecture. Battpacker com-
prises eight separate stages, each one 
requiring numerous sensors and valves 

to maneuver the glass wool through 
each part of the process. Accuracy and 
repeatability are vital in ensuring 
efficient operation, minimum wastage, 
and maximum product throughput. The 
machine also has to be flexible enough 
to cope with different types of products 
and different "recipes" with minimum 
disruption of production.

Comprehensive system monitoring and 
diagnostics functions were also vital in 
ensuring maximum efficiency and 
uptime. To achieve these objectives, 
AMV’s engineers looked to replace 
Battpacker’s Profibus architecture with 
a state-of-the-art EtherNet/IP solution, 
supplied by local Rockwell Automation 
distributor, Triple-S Industry Automation 
AS. Working with Triple-S, the choice of 
EtherNet/IP opened up some exciting 
new possibilities for AMV’s engineers-
chief among these being the growing 
number of manufacturers offering 
EtherNet/IP compatible products-
leading to greater choice. The plug-
and-play connection of controllers, 
actuators, and I/O devices from an 
increasingly wide number of manufac-
turers is just a small part of the benefit 
that EtherNet/IP delivers to machine 
builders like AMV. EtherNet/IP adheres 
strictly to the Ethernet standard, allow-
ing users to take advantage of low-cost 
Ethernet hardware and cabling. The 
adoption of the standard Ethernet 

protocol, rather than a modified version 
of it, delivers maximum flexibility for 
machine builders to choose the best 
components for their application. 
Because everything from controller to 
actuator shares a common, single 
connection, the direct costs of wiring 
are greatly reduced. The dramatic 
reduction in wiring bulk delivers signifi-
cant secondary benefits, such as 
minimizing the need for cable manage-
ment and greatly reducing wiring time.

Alongside the tangible cost benefits of 
a decentralized control architecture, 
EtherNet/IP allows greatly enhanced 
functionality. Thanks to EtherNet/IP, 
virtually every aspect of Battpacker can 
be monitored for effective maintenance 
and rapid fault diagnosis, from the 
operation of the Festo pneumatic 
valves to the operating temperature of 
the motors. EtherNet/IP also allows 
comprehensive remote diagnostics and 
machine management over the Internet 
via a secure virtual private network 
(VPN).

Will the network expand? 
Unlike some industrial networks, 
EtherNet/IP uses the same foundation 
or infrastructure products as an enter-
prise network. This means applications 
like e-mail, video, and voice-over-IP 
developed for the enterprise can coex-

ist with manufacturing network traffic 
like I/O and drive control, safety control, 
motion control, and HMI communica-
tion. EtherNet/IP allows machine 
builders to continuously take advantage 
of developments in collaborative tech-
nologies. In particular, video and voice-
over-IP offer significant promise for 
machine builders and their customers, 
possibly extending equipment warran-
tees through advanced diagnostic 
capabilities and providing opportunities 
for optimal real-time collaboration.

Depending on project scope and 
needs, might you be able to do 
this without relying on IT experts? 
Manufacturing engineers and IT profes-
sionals rarely see eye-to-eye because 
their priorities and approaches differ. 
Manufacturing engineers tend to care 
most about speed and uptime of equip-
ment, while IT professionals care most 
about security and reliability of data 
transmission. With the right design 
guidance, manufacturers can meet all 
of these priorities with a single network 
infrastructure and truly harmonized 
approach. Rockwell Automation and 
Cisco are committed to being the most 
valuable resource in the industry for 
helping manufacturers improve busi-
ness performance by bridging the 
technical and cultural gaps between 
plant-floor and higher-level information 

systems. Through successful collabora-
tion on products, services, and educa-
tional resources, these industry leaders 
help manufacturers converge their 
network infrastructure and tightly 
integrate technical and business 
systems using EtherNet/IP—the world’s 
leading open industrial Ethernet 
network.
 
- Mark T. Hoske, CFE Media, Control 
Engineering, www.controleng.com, and 
Brian Oulton, director, networks busi-
ness, Rockwell Automation.

Also see: 
http://www.controleng.com/new-
products/industrial-networks.html 
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Certain consideration up front will help 
optimize your next industrial Ethernet 
implementation, according to Brian 
Oulton, director, networks business, 
Rockwell Automation. Questions and 
answers follow.

Why was Ethernet chosen 
instead of another industrial 
network? 
To achieve true business agility, 
machine builders and manufacturers 
need a simple network architecture 
that can connect across applications 
and from the IT infrastructure to the 
instrumentation level in order to access 
real-time production data. By far the 
most popular is Ethernet.

Ethernet has been very popular for 
many years as a programming and 
human-machine interface (HMI) 
network in industrial automation 
because of its speed and ability to 
handle large amounts of data, such 
as the download of a programmable 
controller program. As the technol-
ogy moved from 10M and hubs to 
100M and switches, vendors added 

many more automation products and 
expanded Ethernet’s usage to include 
most, if not all, of the space occupied 
by traditional fieldbuses. Machine 
builders are adopting Ethernet rapidly 
because it has proven to work well, 
handle a variety of applications, and is 
well known due to its use in the busi-
ness enterprise.

What Ethernet protocol do you 
need and why? 
EtherNet/IP [an ODVA protocol] is the 
world’s leading open industrial Ethernet 

network capable of handling the widest 
range of applications, including 
discrete, safety, motion, process, and 
drive control. EtherNet/IP delivers 
interoperable Ethernet products from 
more than 300 vendors, including 
Cisco, Schneider Electric, Omron, 
Bosch Rexroth, and Rockwell Automa-
tion, providing more than 1,000 product 
lines and several million installed 
devices on EtherNet/IP. Because 
EtherNet/IP uses readily available, 
off-the-shelf media and complies with 
IEEE 802.3/TCP/UDP/IP standards and 
conventions, IT professionals and 
engineers can collaborate easily to 
deploy and maintain security, reliability, 
and quality of service.

Are multiple protocols used 
on the same Ethernet physi-
cal layer? 
EtherNet/IP uses standard Ether-
net (IEEE-802.x) and standard 
TCP/IP/UDP. It is an application-
layer protocol that can coexist 
alongside the many commercial 
and business application protocols 
used today for web (http), e-mail 

(smtp), voice, video, etc. EtherNet/IP 
itself has only one version that supports 
the many diverse industrial applications 
named above.

Is the installation new or an 
upgrade? 
Effectively coping with increased 
demand means ensuring more efficient 
production methods. Askim Mek Verk-
sted AS, a subsidiary of Glava AS, is 
one of only a handful of manufacturers 
supplying cold end glass wool produc-
tion machinery and manufactures 
specialized machines designed to 
package difficult-to-handle glass wool 
insulation products. AMV’s unique 
Battpacker system completely auto-
mates the entire cold-end process of 
glass wool production, transforming raw 
material into palletized, ready-to ship 
product. The packaging process is a 
complex one, involving numerous 
operations, all of which have to be 
carried out with a high degree of preci-
sion and repeatability. AMV has built up 
considerable expertise in this specialist 
area, which has seen its Battpacker 
system gradually evolve as technolo-
gies have improved. But for its latest 
version, AMV took the more radical step 
of completely reevaluating Battpacker’s 
control architecture. Battpacker com-
prises eight separate stages, each one 
requiring numerous sensors and valves 

to maneuver the glass wool through 
each part of the process. Accuracy and 
repeatability are vital in ensuring 
efficient operation, minimum wastage, 
and maximum product throughput. The 
machine also has to be flexible enough 
to cope with different types of products 
and different "recipes" with minimum 
disruption of production.

Comprehensive system monitoring and 
diagnostics functions were also vital in 
ensuring maximum efficiency and 
uptime. To achieve these objectives, 
AMV’s engineers looked to replace 
Battpacker’s Profibus architecture with 
a state-of-the-art EtherNet/IP solution, 
supplied by local Rockwell Automation 
distributor, Triple-S Industry Automation 
AS. Working with Triple-S, the choice of 
EtherNet/IP opened up some exciting 
new possibilities for AMV’s engineers-
chief among these being the growing 
number of manufacturers offering 
EtherNet/IP compatible products-
leading to greater choice. The plug-
and-play connection of controllers, 
actuators, and I/O devices from an 
increasingly wide number of manufac-
turers is just a small part of the benefit 
that EtherNet/IP delivers to machine 
builders like AMV. EtherNet/IP adheres 
strictly to the Ethernet standard, allow-
ing users to take advantage of low-cost 
Ethernet hardware and cabling. The 
adoption of the standard Ethernet 

protocol, rather than a modified version 
of it, delivers maximum flexibility for 
machine builders to choose the best 
components for their application. 
Because everything from controller to 
actuator shares a common, single 
connection, the direct costs of wiring 
are greatly reduced. The dramatic 
reduction in wiring bulk delivers signifi-
cant secondary benefits, such as 
minimizing the need for cable manage-
ment and greatly reducing wiring time.

Alongside the tangible cost benefits of 
a decentralized control architecture, 
EtherNet/IP allows greatly enhanced 
functionality. Thanks to EtherNet/IP, 
virtually every aspect of Battpacker can 
be monitored for effective maintenance 
and rapid fault diagnosis, from the 
operation of the Festo pneumatic 
valves to the operating temperature of 
the motors. EtherNet/IP also allows 
comprehensive remote diagnostics and 
machine management over the Internet 
via a secure virtual private network 
(VPN).

Will the network expand? 
Unlike some industrial networks, 
EtherNet/IP uses the same foundation 
or infrastructure products as an enter-
prise network. This means applications 
like e-mail, video, and voice-over-IP 
developed for the enterprise can coex-

ist with manufacturing network traffic 
like I/O and drive control, safety control, 
motion control, and HMI communica-
tion. EtherNet/IP allows machine 
builders to continuously take advantage 
of developments in collaborative tech-
nologies. In particular, video and voice-
over-IP offer significant promise for 
machine builders and their customers, 
possibly extending equipment warran-
tees through advanced diagnostic 
capabilities and providing opportunities 
for optimal real-time collaboration.

Depending on project scope and 
needs, might you be able to do 
this without relying on IT experts? 
Manufacturing engineers and IT profes-
sionals rarely see eye-to-eye because 
their priorities and approaches differ. 
Manufacturing engineers tend to care 
most about speed and uptime of equip-
ment, while IT professionals care most 
about security and reliability of data 
transmission. With the right design 
guidance, manufacturers can meet all 
of these priorities with a single network 
infrastructure and truly harmonized 
approach. Rockwell Automation and 
Cisco are committed to being the most 
valuable resource in the industry for 
helping manufacturers improve busi-
ness performance by bridging the 
technical and cultural gaps between 
plant-floor and higher-level information 

systems. Through successful collabora-
tion on products, services, and educa-
tional resources, these industry leaders 
help manufacturers converge their 
network infrastructure and tightly 
integrate technical and business 
systems using EtherNet/IP—the world’s 
leading open industrial Ethernet 
network.
 
- Mark T. Hoske, CFE Media, Control 
Engineering, www.controleng.com, and 
Brian Oulton, director, networks busi-
ness, Rockwell Automation.

Also see: 
http://www.controleng.com/new-
products/industrial-networks.html 
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Certain consideration up front will help 
optimize your next industrial Ethernet 
implementation, according to Brian 
Oulton, director, networks business, 
Rockwell Automation. Questions and 
answers follow.

Why was Ethernet chosen 
instead of another industrial 
network? 
To achieve true business agility, 
machine builders and manufacturers 
need a simple network architecture 
that can connect across applications 
and from the IT infrastructure to the 
instrumentation level in order to access 
real-time production data. By far the 
most popular is Ethernet.

Ethernet has been very popular for 
many years as a programming and 
human-machine interface (HMI) 
network in industrial automation 
because of its speed and ability to 
handle large amounts of data, such 
as the download of a programmable 
controller program. As the technol-
ogy moved from 10M and hubs to 
100M and switches, vendors added 

many more automation products and 
expanded Ethernet’s usage to include 
most, if not all, of the space occupied 
by traditional fieldbuses. Machine 
builders are adopting Ethernet rapidly 
because it has proven to work well, 
handle a variety of applications, and is 
well known due to its use in the busi-
ness enterprise.

What Ethernet protocol do you 
need and why? 
EtherNet/IP [an ODVA protocol] is the 
world’s leading open industrial Ethernet 

network capable of handling the widest 
range of applications, including 
discrete, safety, motion, process, and 
drive control. EtherNet/IP delivers 
interoperable Ethernet products from 
more than 300 vendors, including 
Cisco, Schneider Electric, Omron, 
Bosch Rexroth, and Rockwell Automa-
tion, providing more than 1,000 product 
lines and several million installed 
devices on EtherNet/IP. Because 
EtherNet/IP uses readily available, 
off-the-shelf media and complies with 
IEEE 802.3/TCP/UDP/IP standards and 
conventions, IT professionals and 
engineers can collaborate easily to 
deploy and maintain security, reliability, 
and quality of service.

Are multiple protocols used 
on the same Ethernet physi-
cal layer? 
EtherNet/IP uses standard Ether-
net (IEEE-802.x) and standard 
TCP/IP/UDP. It is an application-
layer protocol that can coexist 
alongside the many commercial 
and business application protocols 
used today for web (http), e-mail 

(smtp), voice, video, etc. EtherNet/IP 
itself has only one version that supports 
the many diverse industrial applications 
named above.

Is the installation new or an 
upgrade? 
Effectively coping with increased 
demand means ensuring more efficient 
production methods. Askim Mek Verk-
sted AS, a subsidiary of Glava AS, is 
one of only a handful of manufacturers 
supplying cold end glass wool produc-
tion machinery and manufactures 
specialized machines designed to 
package difficult-to-handle glass wool 
insulation products. AMV’s unique 
Battpacker system completely auto-
mates the entire cold-end process of 
glass wool production, transforming raw 
material into palletized, ready-to ship 
product. The packaging process is a 
complex one, involving numerous 
operations, all of which have to be 
carried out with a high degree of preci-
sion and repeatability. AMV has built up 
considerable expertise in this specialist 
area, which has seen its Battpacker 
system gradually evolve as technolo-
gies have improved. But for its latest 
version, AMV took the more radical step 
of completely reevaluating Battpacker’s 
control architecture. Battpacker com-
prises eight separate stages, each one 
requiring numerous sensors and valves 

to maneuver the glass wool through 
each part of the process. Accuracy and 
repeatability are vital in ensuring 
efficient operation, minimum wastage, 
and maximum product throughput. The 
machine also has to be flexible enough 
to cope with different types of products 
and different "recipes" with minimum 
disruption of production.

Comprehensive system monitoring and 
diagnostics functions were also vital in 
ensuring maximum efficiency and 
uptime. To achieve these objectives, 
AMV’s engineers looked to replace 
Battpacker’s Profibus architecture with 
a state-of-the-art EtherNet/IP solution, 
supplied by local Rockwell Automation 
distributor, Triple-S Industry Automation 
AS. Working with Triple-S, the choice of 
EtherNet/IP opened up some exciting 
new possibilities for AMV’s engineers-
chief among these being the growing 
number of manufacturers offering 
EtherNet/IP compatible products-
leading to greater choice. The plug-
and-play connection of controllers, 
actuators, and I/O devices from an 
increasingly wide number of manufac-
turers is just a small part of the benefit 
that EtherNet/IP delivers to machine 
builders like AMV. EtherNet/IP adheres 
strictly to the Ethernet standard, allow-
ing users to take advantage of low-cost 
Ethernet hardware and cabling. The 
adoption of the standard Ethernet 

protocol, rather than a modified version 
of it, delivers maximum flexibility for 
machine builders to choose the best 
components for their application. 
Because everything from controller to 
actuator shares a common, single 
connection, the direct costs of wiring 
are greatly reduced. The dramatic 
reduction in wiring bulk delivers signifi-
cant secondary benefits, such as 
minimizing the need for cable manage-
ment and greatly reducing wiring time.

Alongside the tangible cost benefits of 
a decentralized control architecture, 
EtherNet/IP allows greatly enhanced 
functionality. Thanks to EtherNet/IP, 
virtually every aspect of Battpacker can 
be monitored for effective maintenance 
and rapid fault diagnosis, from the 
operation of the Festo pneumatic 
valves to the operating temperature of 
the motors. EtherNet/IP also allows 
comprehensive remote diagnostics and 
machine management over the Internet 
via a secure virtual private network 
(VPN).

Will the network expand? 
Unlike some industrial networks, 
EtherNet/IP uses the same foundation 
or infrastructure products as an enter-
prise network. This means applications 
like e-mail, video, and voice-over-IP 
developed for the enterprise can coex-

ist with manufacturing network traffic 
like I/O and drive control, safety control, 
motion control, and HMI communica-
tion. EtherNet/IP allows machine 
builders to continuously take advantage 
of developments in collaborative tech-
nologies. In particular, video and voice-
over-IP offer significant promise for 
machine builders and their customers, 
possibly extending equipment warran-
tees through advanced diagnostic 
capabilities and providing opportunities 
for optimal real-time collaboration.

Depending on project scope and 
needs, might you be able to do 
this without relying on IT experts? 
Manufacturing engineers and IT profes-
sionals rarely see eye-to-eye because 
their priorities and approaches differ. 
Manufacturing engineers tend to care 
most about speed and uptime of equip-
ment, while IT professionals care most 
about security and reliability of data 
transmission. With the right design 
guidance, manufacturers can meet all 
of these priorities with a single network 
infrastructure and truly harmonized 
approach. Rockwell Automation and 
Cisco are committed to being the most 
valuable resource in the industry for 
helping manufacturers improve busi-
ness performance by bridging the 
technical and cultural gaps between 
plant-floor and higher-level information 

systems. Through successful collabora-
tion on products, services, and educa-
tional resources, these industry leaders 
help manufacturers converge their 
network infrastructure and tightly 
integrate technical and business 
systems using EtherNet/IP—the world’s 
leading open industrial Ethernet 
network.
 
- Mark T. Hoske, CFE Media, Control 
Engineering, www.controleng.com, and 
Brian Oulton, director, networks busi-
ness, Rockwell Automation.

Also see: 
http://www.controleng.com/new-
products/industrial-networks.html 
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IO module replacement advice: Consider legacy
connections, Ethernet, peer-to-peer
I/O wiring can be among the most challenging (and perhaps feared) of upgrades. When replacing
input/output connections, what are key considerations? Daniel Liu, business development manager,
data acquisition and control, Moxa Americas, Inc., offered answers to some key questions.

The history of I/O wiring can be divided 
into three phases.
 
In the first phase when remote I/O 
products were not available, all I/O 
contacts needed to homerun all wires 
back to where the controller was 
located. As running cables can be 
costly and troublesome, PLC or control-
ler manufacturers began to use different 
vendor-defined protocols, or fieldbus 
networks, to develop remote I/O tech-
nology. In this way, less cabling infra-

structure was required since only one 
set of wires (such as Ethernet or serial) 
was required to homerun to the control-
ler, as compared to multiple wires from 
each I/O contact in a traditional I/O 
deployment.

A more recent development in remote 
I/O technology corresponds to the 
advent of Ethernet in automation appli-
cations. Running a fieldbus protocol 
over Ethernet makes it more convenient 
to build just one Ethernet infrastructure 

and use Ethernet switches to extend 
the reach of the remote I/O (as com-
pared to serial-to-Ethernet infrastruc-
ture). This use of Ethernet infrastruc-
ture provides a substantial benefit, 
reducing cabling costs.

As Ethernet becomes more of a stan-
dard in the remote automation space, 
new I/O installations will need to be 
integrated with older systems that may 
still be using serial-based remote I/O 
technology, or are running hard wiring 
from the I/O contacts to the I/O control-
ler (an extremely traditional deployment 
of I/O). To upgrade the older system 
and reduce cabling infrastructure, one 
technique is to use TCP/IP, so the 
operator can enable peer-to-peer 
communications between two remote 
I/O connections to replicate the I/O 
signal over an IP-based network.

For example, Moxa’s ioLogik E1200 
series modules are designed to be 
used as a remote I/O as well as the 
cable replacement solution. The mod-
ules enable the capture of digital and 

analog signals and then translate those 
signals into TCP/IP packets. They then 
send the TCP/IP packet through the 
network and reproduce the digital and 
analog signal at the other end.

This gives I/O module replacement a 
tremendous advantage in that now the 
I/O signal can run through any type of 
IP-based network, including wireless. 
(Despite wireless applications for 
remote I/O, this technology is still 
considered premature as IEEE 802.11 
technologies used for simple data 
acquisition applications are considered 
an alternative to wired remote I/O 
solutions.) In conclusion, peer-to-peer 
communication provides the operator 
with the ability to seamlessly integrate 
I/O connections to the Ethernet 
network, thereby saving time and 
money. Building unnecessary cabling 
infrastructure becomes a practice of the 
past.

Moxa provides additional help on cable 
replacement in remote I/O applications.
http://www.moxa.com/Event/Net/2010/
Peer-to-Peer_Remote_IO 

- Daniel Liu is business development 
manager, data acquisition and control, 
Moxa Americas, Inc. 

An industry-wide Power over Ethernet 
(PoE) standard was officially ratified in 
2003 with IEEE 802.3af, and since then 
the use of PoE technology has rapidly 
grown. Analysts estimate that by 2012 
one quarter of all Ethernet ports will be
PoE-capable1. As knowledge of PoE’s 
capabilities and benefits has spread, 
more and more system operators have 
taken advantage of PoE technology. 
However, the IEEE 802.3af standard 
has a few limitations that make it 
unsuitable for certain demanding 
applications. In response, the IEEE 
802.3at standard, also known as PoE 
Plus, was ratified to further expand the 
scope and capabilities of standardized 
PoE devices. This white paper will 
identify the key additional advantages
offered by PoE Plus and explore the 
enormous potential of this new technol-
ogy in scenarios that previously could 
not take advantage of PoE.

PoE: A Brief History
Ethernet technology has been used for 
decades and Ethernet cables can now 
be found in enterprise offices, residen-

tial homes, and industrial automation. In 
most systems Ethernet cables already 
go nearly everywhere, so it would 
naturally be more efficient if these 
Ethernet cables could deliver both data
and power. This would completely 
eliminate the need to find a local power 
supply for each of your devices, 
dramatically expanding device deploy-
ment flexibility and eliminating power
cabling costs. The PoE idea was so 
promising that many vendors, such as 
Cisco, 3Com, and Intel, developed
proprietary PoE technology. Users who 
adopted proprietary solutions were on 
the “bleeding edge” of technology-
while they enjoyed the benefits of PoE 
technology, they also needed to deal 
with countless headaches such as 
interoperability and compatibility issues, 
vendor lock-in, and inconsistent 
support. The fact that these proprietary 
solutions were used at all, despite their 
many hazards, testifies to the funda-
mental usefulness of PoE technology.
Fortunately, in 1999 the IEEE began to 
work on a PoE standard, which was 
finalized in 2003 with IEEE 802.3at. 

With a standardized, documented, and 
widely available technology, PoE tech-
nology truly took off. PoE can supply 
power to devices in locations where it 
was previously difficult, if not impossible, 
to deliver power. Examples of such 
devices include remote network 
switches, security cameras, and outdoor 
WLAN access points2.

Emerging Limitations of IEEE 
802.3at
As useful as PoE has proven to be, it 
has become clear that the IEEE 802.3af 
standard falls short when it comes to 
certain demanding scenarios. Power 
sourcing equipment (PSE) with 802.3af 
PoE technology can only provide a 
maximum of 15.4 W of power to pow-
ered devices (PD). There are many
Ethernet-connected devices, such as 
the following, that simply need more 
power:

PTZ/Outdoor Cameras: Low-power IP 
cameras are well-served by existing 
802.3af PoE technology. However,
cameras with Pan/Tilt/Zoom (PTZ) 

functionality are increasingly popular, 
and these cameras use more power in
order to operate their motors. Cameras 
that are ruggedized for operations 
outdoors, especially in harsh condi-
tions, also need more power in order to 
use their heating units. It would be nice
to be able to use 802.3af PoE technol-
ogy to supply power to each outdoor 
camera, but 802.3af just isn’t up to the 
task of providing enough power for 
these devices.

LED Display Boards: Ethernet-
connected LED display boards display 
up-to-date messages from the network. 
These display boards use bright light-
emitting diodes, which demand 
substantially more power than the 15.4 
W available over an 802.3af PoE line.

Long Distance LAN Devices: Basic 
wireless access points can get by with 
15.4 W of power. However, high-
performance
wireless devices that provide wider 
coverage use high gain
antennas and multiple RFs, all of which 
demand much more power. These 
high-powered wireless devices are 
particularly common in widely distrib-
uted, remote applications. This is
precisely the type of application where 
power supplies and cables are a major 

cost—yet the power supplied by 
802.3af-compliant PSEs is too weak to 
offer a viable alternative to conventional 
power sourcing.

How “PoE Plus” Transforms PoE 
Applications
In September 2009, the IEEE ratified 
802.3at (“PoE Plus”), which dramati-
cally improved PoE’s ability to meet the
requirements of more demanding 
applications. With PoE Plus, it’s 
possible to use just an Ethernet cable to 
deliver power to more power-hungry 
devices. PoE Plus offers the following 
key advantages over conventional PoE:

More Powerful: IEEE 802.3at technol-
ogy increases the power delivered to 
PDs to 34.2 W, which is nearly double 
the power delivered by the old PoE 
technology. With this extra power, it is
possible to use the Ethernet cable to 
deliver power to devices such as 
outdoor cameras, LED display boards, 
WiMax devices, and even some 
embedded computers or terminal 
computers. This capability alone 
unlocks the possibility of using PoE in
applications that were previously too 
demanding for PoE technology.

More Efficient: PoE Plus is not only 
more powerful, it is also more efficient. 

IEEE 802.3at defines a new method of
communication and identification 
between PSEs and PDs. In 802.3af, 
classification on the hardware layer 
(Layer 1) was optional. In 802.3at, this 
identification is mandatory. What’s 
more, 802.3at adds an additional 
data-layer (Layer 2) classification 
mechanism, known as the Link Layer 
Discovery Protocol (LLDP). LLDP 
allows the PSE to repeatedly request
status information from the PD and 
dynamically allocate power in response. 
This means that PDs will use more 
power efficiently and only request 
maximum power when it is needed.
Power efficiency is particularly useful 
for applications that must be frugal in 
their power consumption, such as 
remote applications powered by batter-
ies or solar cells. However, less power 
consumption will translate into an 
improved bottom line no matter the 
application, simply by reducing the 
power bill.

Now that PoE Plus is available, entire 
categories of applications previously 
off-limits for PoE have come into play. 
Outdoor applications that make heavy 
use of ruggedized, power-consuming 
devices can now leverage PoE technol-
ogy. Applications with limited power 
resources, such as those powered by 
battery or solar cells, can now exploit 
PoE’s advanced power allocation 
mechanisms to maximize their efficiency.

PoE Plus in Action: One Deploy-
ment Scenario
Intelligent Traffic System (ITS): Intelli-
gent traffic management and video 
surveillance has emerged as a popular 
program for many local municipalities. 
Traffic cameras, sensors, intelligent 
lights, and embedded computers are 
often deployed along freeways and 
roads in order to monitor and improve 
traffic safety. This means the cameras 
will be exposed to the elements, and 
deployed at remote locations. The
cameras would need a wide operating 
temperature range in order to work 
reliably in this operating environment.

Robust Gigabit Ethernet infrastructures 
with PoE Plus support are the perfect 
backbone for ITS networks. Long 
distance fiber gives the network enough 

range to cover the entire traffic grid.
Meanwhile, PoE technology allows 
devices to be deployed anywhere 
Ethernet cables go, even if a power 
supply is not available. Using PoE 
technology also completely eliminates 
the extra cost of power supplies and 
power cables.

The extra power supplied by PoE Plus 
allows municipal authorities to deploy 
cameras even where conditions are
severe enough to require highly rugge-
dized self-heating camera units, and the 
PoE Plus makes it possible to deploy 
PTZ cameras in high-traffic locations. 
PoE Plus also offers enough power to 
supply local intelligence and front-end 
control in the form of embedded comput-
ers. With this flexibility, systems can 
perform advanced automated actions 
such as triggering a camera’s zoom 
function when a car runs a red light. 

Finally,
with LLDP communications maximizing 
the power efficiency of all the PDs in 
this network, the entire system will 
consume less electricity.

The Foundation of a PoE Plus 
Network: Moxa’s PoE Switches
A PoE Plus network begins with the 
power source equipment, which is 
responsible for delivering power to the 
powered devices. Moxa’s EDS-506A-
4PoE and EDS-206A-4PoE add PoE
Plus capability to the time-tested EDS 
platform, which has proven itself in an 
array of rigorous industrial scenarios. 
The EDS-206A-4PoE unmanaged 
switch supplies power through 4
IEEE 802.3af/at compliant PoE/Ethernet 
combo ports with 10/100M, full/half-
duplex, and MDI/MDI-X auto-sensing to
provide an economical foundation for a 
PoE Plus system, or future-proof an 
existing PoE system to support more 
powered devices. The EDS-506A-4PoE 
is a managed switch that adds advanced 
management and protocol support, 
such as multicast filtering, quality of 
service, automatic warning, and SNMP
security. Both switches feature a flexible 
24/48 VDC power input range and 
provide the option of wide operating
temperature models for deployment in 

truly grueling environments.
IEEE802.3at Takes PoE to New 
Places
PoE creates systems that are more 
efficient, reliable, safe, and easy to 
maintain. Now that PoE Plus is avail-
able, PoE is a viable option for even 
more industrial applications than before. 
See how PoE Plus has expanded the 
scope of PoE solutions or request a 
quotation by visiting Moxa’s PoE event 
site at
www.moxa.com/event/Net/2010/PoE_S
olutions/index.htm.

Moxa White Paper
Released on August 20, 2010
Copyright © 2010 Moxa, Inc., all rights 
reserved.
Moxa manufactures one of the world’s 
leading brands of device networking 
solutions. Products include industrial
embedded computers, industrial Ether-
net switches, serial device servers, 
multiport serial boards, embedded
device servers, and remote I/O solu-
tions. Our products are key components 
of many networking applications, 
including industrial automation, manu-
facturing, POS, and medical treatment 
facilities.

Disclaimer
This document is provided for information 
purposes only, and the contents hereof are 
subject to change without notice. This 
document is not warranted to be error-free, 
nor subject to any other warranties or 
conditions, whether expressed orally or 
implied by law, including implied warranties 
and conditions of merchantability, or fitness 
for a particular purpose. We specifically 
disclaim any liability with respect to this 
document and no contractual obligations 
are formed either directly or indirectly by this 
document.

Edited by Mark T. Hoske, CFE Media, 
Control Engineering, www.controleng.com

www.moxa.com 



Sponsored by

Sponsor Profile

Adding Ethernet
Protocol Options

 
Ethernet Protocol

Selection, Other
Implementation Answers

 
IO Module

Replacement Advice:
Consider Legacy

Connections, Ethernet,
Peer-to-Peer

 
White Paper:

(IEI) PoE Plus:
Latest Developments

in PoE Technology

10

The history of I/O wiring can be divided 
into three phases.
 
In the first phase when remote I/O 
products were not available, all I/O 
contacts needed to homerun all wires 
back to where the controller was 
located. As running cables can be 
costly and troublesome, PLC or control-
ler manufacturers began to use different 
vendor-defined protocols, or fieldbus 
networks, to develop remote I/O tech-
nology. In this way, less cabling infra-

structure was required since only one 
set of wires (such as Ethernet or serial) 
was required to homerun to the control-
ler, as compared to multiple wires from 
each I/O contact in a traditional I/O 
deployment.

A more recent development in remote 
I/O technology corresponds to the 
advent of Ethernet in automation appli-
cations. Running a fieldbus protocol 
over Ethernet makes it more convenient 
to build just one Ethernet infrastructure 

and use Ethernet switches to extend 
the reach of the remote I/O (as com-
pared to serial-to-Ethernet infrastruc-
ture). This use of Ethernet infrastruc-
ture provides a substantial benefit, 
reducing cabling costs.

As Ethernet becomes more of a stan-
dard in the remote automation space, 
new I/O installations will need to be 
integrated with older systems that may 
still be using serial-based remote I/O 
technology, or are running hard wiring 
from the I/O contacts to the I/O control-
ler (an extremely traditional deployment 
of I/O). To upgrade the older system 
and reduce cabling infrastructure, one 
technique is to use TCP/IP, so the 
operator can enable peer-to-peer 
communications between two remote 
I/O connections to replicate the I/O 
signal over an IP-based network.

For example, Moxa’s ioLogik E1200 
series modules are designed to be 
used as a remote I/O as well as the 
cable replacement solution. The mod-
ules enable the capture of digital and 

analog signals and then translate those 
signals into TCP/IP packets. They then 
send the TCP/IP packet through the 
network and reproduce the digital and 
analog signal at the other end.

This gives I/O module replacement a 
tremendous advantage in that now the 
I/O signal can run through any type of 
IP-based network, including wireless. 
(Despite wireless applications for 
remote I/O, this technology is still 
considered premature as IEEE 802.11 
technologies used for simple data 
acquisition applications are considered 
an alternative to wired remote I/O 
solutions.) In conclusion, peer-to-peer 
communication provides the operator 
with the ability to seamlessly integrate 
I/O connections to the Ethernet 
network, thereby saving time and 
money. Building unnecessary cabling 
infrastructure becomes a practice of the 
past.

Moxa provides additional help on cable 
replacement in remote I/O applications.
http://www.moxa.com/Event/Net/2010/
Peer-to-Peer_Remote_IO 

- Daniel Liu is business development 
manager, data acquisition and control, 
Moxa Americas, Inc. 

An industry-wide Power over Ethernet 
(PoE) standard was officially ratified in 
2003 with IEEE 802.3af, and since then 
the use of PoE technology has rapidly 
grown. Analysts estimate that by 2012 
one quarter of all Ethernet ports will be
PoE-capable1. As knowledge of PoE’s 
capabilities and benefits has spread, 
more and more system operators have 
taken advantage of PoE technology. 
However, the IEEE 802.3af standard 
has a few limitations that make it 
unsuitable for certain demanding 
applications. In response, the IEEE 
802.3at standard, also known as PoE 
Plus, was ratified to further expand the 
scope and capabilities of standardized 
PoE devices. This white paper will 
identify the key additional advantages
offered by PoE Plus and explore the 
enormous potential of this new technol-
ogy in scenarios that previously could 
not take advantage of PoE.

PoE: A Brief History
Ethernet technology has been used for 
decades and Ethernet cables can now 
be found in enterprise offices, residen-

tial homes, and industrial automation. In 
most systems Ethernet cables already 
go nearly everywhere, so it would 
naturally be more efficient if these 
Ethernet cables could deliver both data
and power. This would completely 
eliminate the need to find a local power 
supply for each of your devices, 
dramatically expanding device deploy-
ment flexibility and eliminating power
cabling costs. The PoE idea was so 
promising that many vendors, such as 
Cisco, 3Com, and Intel, developed
proprietary PoE technology. Users who 
adopted proprietary solutions were on 
the “bleeding edge” of technology-
while they enjoyed the benefits of PoE 
technology, they also needed to deal 
with countless headaches such as 
interoperability and compatibility issues, 
vendor lock-in, and inconsistent 
support. The fact that these proprietary 
solutions were used at all, despite their 
many hazards, testifies to the funda-
mental usefulness of PoE technology.
Fortunately, in 1999 the IEEE began to 
work on a PoE standard, which was 
finalized in 2003 with IEEE 802.3at. 

With a standardized, documented, and 
widely available technology, PoE tech-
nology truly took off. PoE can supply 
power to devices in locations where it 
was previously difficult, if not impossible, 
to deliver power. Examples of such 
devices include remote network 
switches, security cameras, and outdoor 
WLAN access points2.

Emerging Limitations of IEEE 
802.3at
As useful as PoE has proven to be, it 
has become clear that the IEEE 802.3af 
standard falls short when it comes to 
certain demanding scenarios. Power 
sourcing equipment (PSE) with 802.3af 
PoE technology can only provide a 
maximum of 15.4 W of power to pow-
ered devices (PD). There are many
Ethernet-connected devices, such as 
the following, that simply need more 
power:

PTZ/Outdoor Cameras: Low-power IP 
cameras are well-served by existing 
802.3af PoE technology. However,
cameras with Pan/Tilt/Zoom (PTZ) 

functionality are increasingly popular, 
and these cameras use more power in
order to operate their motors. Cameras 
that are ruggedized for operations 
outdoors, especially in harsh condi-
tions, also need more power in order to 
use their heating units. It would be nice
to be able to use 802.3af PoE technol-
ogy to supply power to each outdoor 
camera, but 802.3af just isn’t up to the 
task of providing enough power for 
these devices.

LED Display Boards: Ethernet-
connected LED display boards display 
up-to-date messages from the network. 
These display boards use bright light-
emitting diodes, which demand 
substantially more power than the 15.4 
W available over an 802.3af PoE line.

Long Distance LAN Devices: Basic 
wireless access points can get by with 
15.4 W of power. However, high-
performance
wireless devices that provide wider 
coverage use high gain
antennas and multiple RFs, all of which 
demand much more power. These 
high-powered wireless devices are 
particularly common in widely distrib-
uted, remote applications. This is
precisely the type of application where 
power supplies and cables are a major 

cost—yet the power supplied by 
802.3af-compliant PSEs is too weak to 
offer a viable alternative to conventional 
power sourcing.

How “PoE Plus” Transforms PoE 
Applications
In September 2009, the IEEE ratified 
802.3at (“PoE Plus”), which dramati-
cally improved PoE’s ability to meet the
requirements of more demanding 
applications. With PoE Plus, it’s 
possible to use just an Ethernet cable to 
deliver power to more power-hungry 
devices. PoE Plus offers the following 
key advantages over conventional PoE:

More Powerful: IEEE 802.3at technol-
ogy increases the power delivered to 
PDs to 34.2 W, which is nearly double 
the power delivered by the old PoE 
technology. With this extra power, it is
possible to use the Ethernet cable to 
deliver power to devices such as 
outdoor cameras, LED display boards, 
WiMax devices, and even some 
embedded computers or terminal 
computers. This capability alone 
unlocks the possibility of using PoE in
applications that were previously too 
demanding for PoE technology.

More Efficient: PoE Plus is not only 
more powerful, it is also more efficient. 

IEEE 802.3at defines a new method of
communication and identification 
between PSEs and PDs. In 802.3af, 
classification on the hardware layer 
(Layer 1) was optional. In 802.3at, this 
identification is mandatory. What’s 
more, 802.3at adds an additional 
data-layer (Layer 2) classification 
mechanism, known as the Link Layer 
Discovery Protocol (LLDP). LLDP 
allows the PSE to repeatedly request
status information from the PD and 
dynamically allocate power in response. 
This means that PDs will use more 
power efficiently and only request 
maximum power when it is needed.
Power efficiency is particularly useful 
for applications that must be frugal in 
their power consumption, such as 
remote applications powered by batter-
ies or solar cells. However, less power 
consumption will translate into an 
improved bottom line no matter the 
application, simply by reducing the 
power bill.

Now that PoE Plus is available, entire 
categories of applications previously 
off-limits for PoE have come into play. 
Outdoor applications that make heavy 
use of ruggedized, power-consuming 
devices can now leverage PoE technol-
ogy. Applications with limited power 
resources, such as those powered by 
battery or solar cells, can now exploit 
PoE’s advanced power allocation 
mechanisms to maximize their efficiency.

PoE Plus in Action: One Deploy-
ment Scenario
Intelligent Traffic System (ITS): Intelli-
gent traffic management and video 
surveillance has emerged as a popular 
program for many local municipalities. 
Traffic cameras, sensors, intelligent 
lights, and embedded computers are 
often deployed along freeways and 
roads in order to monitor and improve 
traffic safety. This means the cameras 
will be exposed to the elements, and 
deployed at remote locations. The
cameras would need a wide operating 
temperature range in order to work 
reliably in this operating environment.

Robust Gigabit Ethernet infrastructures 
with PoE Plus support are the perfect 
backbone for ITS networks. Long 
distance fiber gives the network enough 

range to cover the entire traffic grid.
Meanwhile, PoE technology allows 
devices to be deployed anywhere 
Ethernet cables go, even if a power 
supply is not available. Using PoE 
technology also completely eliminates 
the extra cost of power supplies and 
power cables.

The extra power supplied by PoE Plus 
allows municipal authorities to deploy 
cameras even where conditions are
severe enough to require highly rugge-
dized self-heating camera units, and the 
PoE Plus makes it possible to deploy 
PTZ cameras in high-traffic locations. 
PoE Plus also offers enough power to 
supply local intelligence and front-end 
control in the form of embedded comput-
ers. With this flexibility, systems can 
perform advanced automated actions 
such as triggering a camera’s zoom 
function when a car runs a red light. 

Finally,
with LLDP communications maximizing 
the power efficiency of all the PDs in 
this network, the entire system will 
consume less electricity.

The Foundation of a PoE Plus 
Network: Moxa’s PoE Switches
A PoE Plus network begins with the 
power source equipment, which is 
responsible for delivering power to the 
powered devices. Moxa’s EDS-506A-
4PoE and EDS-206A-4PoE add PoE
Plus capability to the time-tested EDS 
platform, which has proven itself in an 
array of rigorous industrial scenarios. 
The EDS-206A-4PoE unmanaged 
switch supplies power through 4
IEEE 802.3af/at compliant PoE/Ethernet 
combo ports with 10/100M, full/half-
duplex, and MDI/MDI-X auto-sensing to
provide an economical foundation for a 
PoE Plus system, or future-proof an 
existing PoE system to support more 
powered devices. The EDS-506A-4PoE 
is a managed switch that adds advanced 
management and protocol support, 
such as multicast filtering, quality of 
service, automatic warning, and SNMP
security. Both switches feature a flexible 
24/48 VDC power input range and 
provide the option of wide operating
temperature models for deployment in 

truly grueling environments.
IEEE802.3at Takes PoE to New 
Places
PoE creates systems that are more 
efficient, reliable, safe, and easy to 
maintain. Now that PoE Plus is avail-
able, PoE is a viable option for even 
more industrial applications than before. 
See how PoE Plus has expanded the 
scope of PoE solutions or request a 
quotation by visiting Moxa’s PoE event 
site at
www.moxa.com/event/Net/2010/PoE_S
olutions/index.htm.
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The Latest Developments in PoE Technology:
PoE Plus Has Arrived
Alvis Chen, Product Manager, Moxa, Inc.
Alvis.Chen@moxa.com

An industry-wide Power over Ethernet 
(PoE) standard was officially ratified in 
2003 with IEEE 802.3af, and since then 
the use of PoE technology has rapidly 
grown. Analysts estimate that by 2012 
one quarter of all Ethernet ports will be
PoE-capable1. As knowledge of PoE’s 
capabilities and benefits has spread, 
more and more system operators have 
taken advantage of PoE technology. 
However, the IEEE 802.3af standard 
has a few limitations that make it 
unsuitable for certain demanding 
applications. In response, the IEEE 
802.3at standard, also known as PoE 
Plus, was ratified to further expand the 
scope and capabilities of standardized 
PoE devices. This white paper will 
identify the key additional advantages
offered by PoE Plus and explore the 
enormous potential of this new technol-
ogy in scenarios that previously could 
not take advantage of PoE.

PoE: A Brief History
Ethernet technology has been used for 
decades and Ethernet cables can now 
be found in enterprise offices, residen-

tial homes, and industrial automation. In 
most systems Ethernet cables already 
go nearly everywhere, so it would 
naturally be more efficient if these 
Ethernet cables could deliver both data
and power. This would completely 
eliminate the need to find a local power 
supply for each of your devices, 
dramatically expanding device deploy-
ment flexibility and eliminating power
cabling costs. The PoE idea was so 
promising that many vendors, such as 
Cisco, 3Com, and Intel, developed
proprietary PoE technology. Users who 
adopted proprietary solutions were on 
the “bleeding edge” of technology-
while they enjoyed the benefits of PoE 
technology, they also needed to deal 
with countless headaches such as 
interoperability and compatibility issues, 
vendor lock-in, and inconsistent 
support. The fact that these proprietary 
solutions were used at all, despite their 
many hazards, testifies to the funda-
mental usefulness of PoE technology.
Fortunately, in 1999 the IEEE began to 
work on a PoE standard, which was 
finalized in 2003 with IEEE 802.3at. 

With a standardized, documented, and 
widely available technology, PoE tech-
nology truly took off. PoE can supply 
power to devices in locations where it 
was previously difficult, if not impossible, 
to deliver power. Examples of such 
devices include remote network 
switches, security cameras, and outdoor 
WLAN access points2.

Emerging Limitations of IEEE 
802.3at
As useful as PoE has proven to be, it 
has become clear that the IEEE 802.3af 
standard falls short when it comes to 
certain demanding scenarios. Power 
sourcing equipment (PSE) with 802.3af 
PoE technology can only provide a 
maximum of 15.4 W of power to pow-
ered devices (PD). There are many
Ethernet-connected devices, such as 
the following, that simply need more 
power:

PTZ/Outdoor Cameras: Low-power IP 
cameras are well-served by existing 
802.3af PoE technology. However,
cameras with Pan/Tilt/Zoom (PTZ) 

1 VDC Research, “Power over Ethernet, Global Market Opportunity Analysis” Third Edition, 2008

functionality are increasingly popular, 
and these cameras use more power in
order to operate their motors. Cameras 
that are ruggedized for operations 
outdoors, especially in harsh condi-
tions, also need more power in order to 
use their heating units. It would be nice
to be able to use 802.3af PoE technol-
ogy to supply power to each outdoor 
camera, but 802.3af just isn’t up to the 
task of providing enough power for 
these devices.

LED Display Boards: Ethernet-
connected LED display boards display 
up-to-date messages from the network. 
These display boards use bright light-
emitting diodes, which demand 
substantially more power than the 15.4 
W available over an 802.3af PoE line.

Long Distance LAN Devices: Basic 
wireless access points can get by with 
15.4 W of power. However, high-
performance
wireless devices that provide wider 
coverage use high gain
antennas and multiple RFs, all of which 
demand much more power. These 
high-powered wireless devices are 
particularly common in widely distrib-
uted, remote applications. This is
precisely the type of application where 
power supplies and cables are a major 

cost—yet the power supplied by 
802.3af-compliant PSEs is too weak to 
offer a viable alternative to conventional 
power sourcing.

How “PoE Plus” Transforms PoE 
Applications
In September 2009, the IEEE ratified 
802.3at (“PoE Plus”), which dramati-
cally improved PoE’s ability to meet the
requirements of more demanding 
applications. With PoE Plus, it’s 
possible to use just an Ethernet cable to 
deliver power to more power-hungry 
devices. PoE Plus offers the following 
key advantages over conventional PoE:

More Powerful: IEEE 802.3at technol-
ogy increases the power delivered to 
PDs to 34.2 W, which is nearly double 
the power delivered by the old PoE 
technology. With this extra power, it is
possible to use the Ethernet cable to 
deliver power to devices such as 
outdoor cameras, LED display boards, 
WiMax devices, and even some 
embedded computers or terminal 
computers. This capability alone 
unlocks the possibility of using PoE in
applications that were previously too 
demanding for PoE technology.

More Efficient: PoE Plus is not only 
more powerful, it is also more efficient. 

IEEE 802.3at defines a new method of
communication and identification 
between PSEs and PDs. In 802.3af, 
classification on the hardware layer 
(Layer 1) was optional. In 802.3at, this 
identification is mandatory. What’s 
more, 802.3at adds an additional 
data-layer (Layer 2) classification 
mechanism, known as the Link Layer 
Discovery Protocol (LLDP). LLDP 
allows the PSE to repeatedly request
status information from the PD and 
dynamically allocate power in response. 
This means that PDs will use more 
power efficiently and only request 
maximum power when it is needed.
Power efficiency is particularly useful 
for applications that must be frugal in 
their power consumption, such as 
remote applications powered by batter-
ies or solar cells. However, less power 
consumption will translate into an 
improved bottom line no matter the 
application, simply by reducing the 
power bill.

Now that PoE Plus is available, entire 
categories of applications previously 
off-limits for PoE have come into play. 
Outdoor applications that make heavy 
use of ruggedized, power-consuming 
devices can now leverage PoE technol-
ogy. Applications with limited power 
resources, such as those powered by 
battery or solar cells, can now exploit 
PoE’s advanced power allocation 
mechanisms to maximize their efficiency.

PoE Plus in Action: One Deploy-
ment Scenario
Intelligent Traffic System (ITS): Intelli-
gent traffic management and video 
surveillance has emerged as a popular 
program for many local municipalities. 
Traffic cameras, sensors, intelligent 
lights, and embedded computers are 
often deployed along freeways and 
roads in order to monitor and improve 
traffic safety. This means the cameras 
will be exposed to the elements, and 
deployed at remote locations. The
cameras would need a wide operating 
temperature range in order to work 
reliably in this operating environment.

Robust Gigabit Ethernet infrastructures 
with PoE Plus support are the perfect 
backbone for ITS networks. Long 
distance fiber gives the network enough 

range to cover the entire traffic grid.
Meanwhile, PoE technology allows 
devices to be deployed anywhere 
Ethernet cables go, even if a power 
supply is not available. Using PoE 
technology also completely eliminates 
the extra cost of power supplies and 
power cables.

The extra power supplied by PoE Plus 
allows municipal authorities to deploy 
cameras even where conditions are
severe enough to require highly rugge-
dized self-heating camera units, and the 
PoE Plus makes it possible to deploy 
PTZ cameras in high-traffic locations. 
PoE Plus also offers enough power to 
supply local intelligence and front-end 
control in the form of embedded comput-
ers. With this flexibility, systems can 
perform advanced automated actions 
such as triggering a camera’s zoom 
function when a car runs a red light. 

Finally,
with LLDP communications maximizing 
the power efficiency of all the PDs in 
this network, the entire system will 
consume less electricity.

The Foundation of a PoE Plus 
Network: Moxa’s PoE Switches
A PoE Plus network begins with the 
power source equipment, which is 
responsible for delivering power to the 
powered devices. Moxa’s EDS-506A-
4PoE and EDS-206A-4PoE add PoE
Plus capability to the time-tested EDS 
platform, which has proven itself in an 
array of rigorous industrial scenarios. 
The EDS-206A-4PoE unmanaged 
switch supplies power through 4
IEEE 802.3af/at compliant PoE/Ethernet 
combo ports with 10/100M, full/half-
duplex, and MDI/MDI-X auto-sensing to
provide an economical foundation for a 
PoE Plus system, or future-proof an 
existing PoE system to support more 
powered devices. The EDS-506A-4PoE 
is a managed switch that adds advanced 
management and protocol support, 
such as multicast filtering, quality of 
service, automatic warning, and SNMP
security. Both switches feature a flexible 
24/48 VDC power input range and 
provide the option of wide operating
temperature models for deployment in 

truly grueling environments.
IEEE802.3at Takes PoE to New 
Places
PoE creates systems that are more 
efficient, reliable, safe, and easy to 
maintain. Now that PoE Plus is avail-
able, PoE is a viable option for even 
more industrial applications than before. 
See how PoE Plus has expanded the 
scope of PoE solutions or request a 
quotation by visiting Moxa’s PoE event 
site at
www.moxa.com/event/Net/2010/PoE_S
olutions/index.htm.
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An industry-wide Power over Ethernet 
(PoE) standard was officially ratified in 
2003 with IEEE 802.3af, and since then 
the use of PoE technology has rapidly 
grown. Analysts estimate that by 2012 
one quarter of all Ethernet ports will be
PoE-capable1. As knowledge of PoE’s 
capabilities and benefits has spread, 
more and more system operators have 
taken advantage of PoE technology. 
However, the IEEE 802.3af standard 
has a few limitations that make it 
unsuitable for certain demanding 
applications. In response, the IEEE 
802.3at standard, also known as PoE 
Plus, was ratified to further expand the 
scope and capabilities of standardized 
PoE devices. This white paper will 
identify the key additional advantages
offered by PoE Plus and explore the 
enormous potential of this new technol-
ogy in scenarios that previously could 
not take advantage of PoE.

PoE: A Brief History
Ethernet technology has been used for 
decades and Ethernet cables can now 
be found in enterprise offices, residen-

tial homes, and industrial automation. In 
most systems Ethernet cables already 
go nearly everywhere, so it would 
naturally be more efficient if these 
Ethernet cables could deliver both data
and power. This would completely 
eliminate the need to find a local power 
supply for each of your devices, 
dramatically expanding device deploy-
ment flexibility and eliminating power
cabling costs. The PoE idea was so 
promising that many vendors, such as 
Cisco, 3Com, and Intel, developed
proprietary PoE technology. Users who 
adopted proprietary solutions were on 
the “bleeding edge” of technology-
while they enjoyed the benefits of PoE 
technology, they also needed to deal 
with countless headaches such as 
interoperability and compatibility issues, 
vendor lock-in, and inconsistent 
support. The fact that these proprietary 
solutions were used at all, despite their 
many hazards, testifies to the funda-
mental usefulness of PoE technology.
Fortunately, in 1999 the IEEE began to 
work on a PoE standard, which was 
finalized in 2003 with IEEE 802.3at. 

With a standardized, documented, and 
widely available technology, PoE tech-
nology truly took off. PoE can supply 
power to devices in locations where it 
was previously difficult, if not impossible, 
to deliver power. Examples of such 
devices include remote network 
switches, security cameras, and outdoor 
WLAN access points2.

Emerging Limitations of IEEE 
802.3at
As useful as PoE has proven to be, it 
has become clear that the IEEE 802.3af 
standard falls short when it comes to 
certain demanding scenarios. Power 
sourcing equipment (PSE) with 802.3af 
PoE technology can only provide a 
maximum of 15.4 W of power to pow-
ered devices (PD). There are many
Ethernet-connected devices, such as 
the following, that simply need more 
power:

PTZ/Outdoor Cameras: Low-power IP 
cameras are well-served by existing 
802.3af PoE technology. However,
cameras with Pan/Tilt/Zoom (PTZ) 

functionality are increasingly popular, 
and these cameras use more power in
order to operate their motors. Cameras 
that are ruggedized for operations 
outdoors, especially in harsh condi-
tions, also need more power in order to 
use their heating units. It would be nice
to be able to use 802.3af PoE technol-
ogy to supply power to each outdoor 
camera, but 802.3af just isn’t up to the 
task of providing enough power for 
these devices.

LED Display Boards: Ethernet-
connected LED display boards display 
up-to-date messages from the network. 
These display boards use bright light-
emitting diodes, which demand 
substantially more power than the 15.4 
W available over an 802.3af PoE line.

Long Distance LAN Devices: Basic 
wireless access points can get by with 
15.4 W of power. However, high-
performance
wireless devices that provide wider 
coverage use high gain
antennas and multiple RFs, all of which 
demand much more power. These 
high-powered wireless devices are 
particularly common in widely distrib-
uted, remote applications. This is
precisely the type of application where 
power supplies and cables are a major 

cost—yet the power supplied by 
802.3af-compliant PSEs is too weak to 
offer a viable alternative to conventional 
power sourcing.

How “PoE Plus” Transforms PoE 
Applications
In September 2009, the IEEE ratified 
802.3at (“PoE Plus”), which dramati-
cally improved PoE’s ability to meet the
requirements of more demanding 
applications. With PoE Plus, it’s 
possible to use just an Ethernet cable to 
deliver power to more power-hungry 
devices. PoE Plus offers the following 
key advantages over conventional PoE:

More Powerful: IEEE 802.3at technol-
ogy increases the power delivered to 
PDs to 34.2 W, which is nearly double 
the power delivered by the old PoE 
technology. With this extra power, it is
possible to use the Ethernet cable to 
deliver power to devices such as 
outdoor cameras, LED display boards, 
WiMax devices, and even some 
embedded computers or terminal 
computers. This capability alone 
unlocks the possibility of using PoE in
applications that were previously too 
demanding for PoE technology.

More Efficient: PoE Plus is not only 
more powerful, it is also more efficient. 

IEEE 802.3at defines a new method of
communication and identification 
between PSEs and PDs. In 802.3af, 
classification on the hardware layer 
(Layer 1) was optional. In 802.3at, this 
identification is mandatory. What’s 
more, 802.3at adds an additional 
data-layer (Layer 2) classification 
mechanism, known as the Link Layer 
Discovery Protocol (LLDP). LLDP 
allows the PSE to repeatedly request
status information from the PD and 
dynamically allocate power in response. 
This means that PDs will use more 
power efficiently and only request 
maximum power when it is needed.
Power efficiency is particularly useful 
for applications that must be frugal in 
their power consumption, such as 
remote applications powered by batter-
ies or solar cells. However, less power 
consumption will translate into an 
improved bottom line no matter the 
application, simply by reducing the 
power bill.

2 For more detailed information on PoE IEEE 802.af and its benefits, see “PoE Switches for Industrial Networking”
  (http://www.moxa.com/support/request_catalog_detail.aspx?r_id=2047)
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PoE and PoE Plus At-a-glance

Now that PoE Plus is available, entire 
categories of applications previously 
off-limits for PoE have come into play. 
Outdoor applications that make heavy 
use of ruggedized, power-consuming 
devices can now leverage PoE technol-
ogy. Applications with limited power 
resources, such as those powered by 
battery or solar cells, can now exploit 
PoE’s advanced power allocation 
mechanisms to maximize their efficiency.

PoE Plus in Action: One Deploy-
ment Scenario
Intelligent Traffic System (ITS): Intelli-
gent traffic management and video 
surveillance has emerged as a popular 
program for many local municipalities. 
Traffic cameras, sensors, intelligent 
lights, and embedded computers are 
often deployed along freeways and 
roads in order to monitor and improve 
traffic safety. This means the cameras 
will be exposed to the elements, and 
deployed at remote locations. The
cameras would need a wide operating 
temperature range in order to work 
reliably in this operating environment.

Robust Gigabit Ethernet infrastructures 
with PoE Plus support are the perfect 
backbone for ITS networks. Long 
distance fiber gives the network enough 

range to cover the entire traffic grid.
Meanwhile, PoE technology allows 
devices to be deployed anywhere 
Ethernet cables go, even if a power 
supply is not available. Using PoE 
technology also completely eliminates 
the extra cost of power supplies and 
power cables.

The extra power supplied by PoE Plus 
allows municipal authorities to deploy 
cameras even where conditions are
severe enough to require highly rugge-
dized self-heating camera units, and the 
PoE Plus makes it possible to deploy 
PTZ cameras in high-traffic locations. 
PoE Plus also offers enough power to 
supply local intelligence and front-end 
control in the form of embedded comput-
ers. With this flexibility, systems can 
perform advanced automated actions 
such as triggering a camera’s zoom 
function when a car runs a red light. 

Finally,
with LLDP communications maximizing 
the power efficiency of all the PDs in 
this network, the entire system will 
consume less electricity.

The Foundation of a PoE Plus 
Network: Moxa’s PoE Switches
A PoE Plus network begins with the 
power source equipment, which is 
responsible for delivering power to the 
powered devices. Moxa’s EDS-506A-
4PoE and EDS-206A-4PoE add PoE
Plus capability to the time-tested EDS 
platform, which has proven itself in an 
array of rigorous industrial scenarios. 
The EDS-206A-4PoE unmanaged 
switch supplies power through 4
IEEE 802.3af/at compliant PoE/Ethernet 
combo ports with 10/100M, full/half-
duplex, and MDI/MDI-X auto-sensing to
provide an economical foundation for a 
PoE Plus system, or future-proof an 
existing PoE system to support more 
powered devices. The EDS-506A-4PoE 
is a managed switch that adds advanced 
management and protocol support, 
such as multicast filtering, quality of 
service, automatic warning, and SNMP
security. Both switches feature a flexible 
24/48 VDC power input range and 
provide the option of wide operating
temperature models for deployment in 

truly grueling environments.
IEEE802.3at Takes PoE to New 
Places
PoE creates systems that are more 
efficient, reliable, safe, and easy to 
maintain. Now that PoE Plus is avail-
able, PoE is a viable option for even 
more industrial applications than before. 
See how PoE Plus has expanded the 
scope of PoE solutions or request a 
quotation by visiting Moxa’s PoE event 
site at
www.moxa.com/event/Net/2010/PoE_S
olutions/index.htm.
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An industry-wide Power over Ethernet 
(PoE) standard was officially ratified in 
2003 with IEEE 802.3af, and since then 
the use of PoE technology has rapidly 
grown. Analysts estimate that by 2012 
one quarter of all Ethernet ports will be
PoE-capable1. As knowledge of PoE’s 
capabilities and benefits has spread, 
more and more system operators have 
taken advantage of PoE technology. 
However, the IEEE 802.3af standard 
has a few limitations that make it 
unsuitable for certain demanding 
applications. In response, the IEEE 
802.3at standard, also known as PoE 
Plus, was ratified to further expand the 
scope and capabilities of standardized 
PoE devices. This white paper will 
identify the key additional advantages
offered by PoE Plus and explore the 
enormous potential of this new technol-
ogy in scenarios that previously could 
not take advantage of PoE.

PoE: A Brief History
Ethernet technology has been used for 
decades and Ethernet cables can now 
be found in enterprise offices, residen-

tial homes, and industrial automation. In 
most systems Ethernet cables already 
go nearly everywhere, so it would 
naturally be more efficient if these 
Ethernet cables could deliver both data
and power. This would completely 
eliminate the need to find a local power 
supply for each of your devices, 
dramatically expanding device deploy-
ment flexibility and eliminating power
cabling costs. The PoE idea was so 
promising that many vendors, such as 
Cisco, 3Com, and Intel, developed
proprietary PoE technology. Users who 
adopted proprietary solutions were on 
the “bleeding edge” of technology-
while they enjoyed the benefits of PoE 
technology, they also needed to deal 
with countless headaches such as 
interoperability and compatibility issues, 
vendor lock-in, and inconsistent 
support. The fact that these proprietary 
solutions were used at all, despite their 
many hazards, testifies to the funda-
mental usefulness of PoE technology.
Fortunately, in 1999 the IEEE began to 
work on a PoE standard, which was 
finalized in 2003 with IEEE 802.3at. 

With a standardized, documented, and 
widely available technology, PoE tech-
nology truly took off. PoE can supply 
power to devices in locations where it 
was previously difficult, if not impossible, 
to deliver power. Examples of such 
devices include remote network 
switches, security cameras, and outdoor 
WLAN access points2.

Emerging Limitations of IEEE 
802.3at
As useful as PoE has proven to be, it 
has become clear that the IEEE 802.3af 
standard falls short when it comes to 
certain demanding scenarios. Power 
sourcing equipment (PSE) with 802.3af 
PoE technology can only provide a 
maximum of 15.4 W of power to pow-
ered devices (PD). There are many
Ethernet-connected devices, such as 
the following, that simply need more 
power:

PTZ/Outdoor Cameras: Low-power IP 
cameras are well-served by existing 
802.3af PoE technology. However,
cameras with Pan/Tilt/Zoom (PTZ) 

functionality are increasingly popular, 
and these cameras use more power in
order to operate their motors. Cameras 
that are ruggedized for operations 
outdoors, especially in harsh condi-
tions, also need more power in order to 
use their heating units. It would be nice
to be able to use 802.3af PoE technol-
ogy to supply power to each outdoor 
camera, but 802.3af just isn’t up to the 
task of providing enough power for 
these devices.

LED Display Boards: Ethernet-
connected LED display boards display 
up-to-date messages from the network. 
These display boards use bright light-
emitting diodes, which demand 
substantially more power than the 15.4 
W available over an 802.3af PoE line.

Long Distance LAN Devices: Basic 
wireless access points can get by with 
15.4 W of power. However, high-
performance
wireless devices that provide wider 
coverage use high gain
antennas and multiple RFs, all of which 
demand much more power. These 
high-powered wireless devices are 
particularly common in widely distrib-
uted, remote applications. This is
precisely the type of application where 
power supplies and cables are a major 

cost—yet the power supplied by 
802.3af-compliant PSEs is too weak to 
offer a viable alternative to conventional 
power sourcing.

How “PoE Plus” Transforms PoE 
Applications
In September 2009, the IEEE ratified 
802.3at (“PoE Plus”), which dramati-
cally improved PoE’s ability to meet the
requirements of more demanding 
applications. With PoE Plus, it’s 
possible to use just an Ethernet cable to 
deliver power to more power-hungry 
devices. PoE Plus offers the following 
key advantages over conventional PoE:

More Powerful: IEEE 802.3at technol-
ogy increases the power delivered to 
PDs to 34.2 W, which is nearly double 
the power delivered by the old PoE 
technology. With this extra power, it is
possible to use the Ethernet cable to 
deliver power to devices such as 
outdoor cameras, LED display boards, 
WiMax devices, and even some 
embedded computers or terminal 
computers. This capability alone 
unlocks the possibility of using PoE in
applications that were previously too 
demanding for PoE technology.

More Efficient: PoE Plus is not only 
more powerful, it is also more efficient. 

IEEE 802.3at defines a new method of
communication and identification 
between PSEs and PDs. In 802.3af, 
classification on the hardware layer 
(Layer 1) was optional. In 802.3at, this 
identification is mandatory. What’s 
more, 802.3at adds an additional 
data-layer (Layer 2) classification 
mechanism, known as the Link Layer 
Discovery Protocol (LLDP). LLDP 
allows the PSE to repeatedly request
status information from the PD and 
dynamically allocate power in response. 
This means that PDs will use more 
power efficiently and only request 
maximum power when it is needed.
Power efficiency is particularly useful 
for applications that must be frugal in 
their power consumption, such as 
remote applications powered by batter-
ies or solar cells. However, less power 
consumption will translate into an 
improved bottom line no matter the 
application, simply by reducing the 
power bill.

Now that PoE Plus is available, entire 
categories of applications previously 
off-limits for PoE have come into play. 
Outdoor applications that make heavy 
use of ruggedized, power-consuming 
devices can now leverage PoE technol-
ogy. Applications with limited power 
resources, such as those powered by 
battery or solar cells, can now exploit 
PoE’s advanced power allocation 
mechanisms to maximize their efficiency.

PoE Plus in Action: One Deploy-
ment Scenario
Intelligent Traffic System (ITS): Intelli-
gent traffic management and video 
surveillance has emerged as a popular 
program for many local municipalities. 
Traffic cameras, sensors, intelligent 
lights, and embedded computers are 
often deployed along freeways and 
roads in order to monitor and improve 
traffic safety. This means the cameras 
will be exposed to the elements, and 
deployed at remote locations. The
cameras would need a wide operating 
temperature range in order to work 
reliably in this operating environment.

Robust Gigabit Ethernet infrastructures 
with PoE Plus support are the perfect 
backbone for ITS networks. Long 
distance fiber gives the network enough 

range to cover the entire traffic grid.
Meanwhile, PoE technology allows 
devices to be deployed anywhere 
Ethernet cables go, even if a power 
supply is not available. Using PoE 
technology also completely eliminates 
the extra cost of power supplies and 
power cables.

The extra power supplied by PoE Plus 
allows municipal authorities to deploy 
cameras even where conditions are
severe enough to require highly rugge-
dized self-heating camera units, and the 
PoE Plus makes it possible to deploy 
PTZ cameras in high-traffic locations. 
PoE Plus also offers enough power to 
supply local intelligence and front-end 
control in the form of embedded comput-
ers. With this flexibility, systems can 
perform advanced automated actions 
such as triggering a camera’s zoom 
function when a car runs a red light. 

A complete intelligent traffic system integrates cameras,
lights, embedded computers, and sensors—all of which
can be powered with PoE Plus

Finally,
with LLDP communications maximizing 
the power efficiency of all the PDs in 
this network, the entire system will 
consume less electricity.

The Foundation of a PoE Plus 
Network: Moxa’s PoE Switches
A PoE Plus network begins with the 
power source equipment, which is 
responsible for delivering power to the 
powered devices. Moxa’s EDS-506A-
4PoE and EDS-206A-4PoE add PoE
Plus capability to the time-tested EDS 
platform, which has proven itself in an 
array of rigorous industrial scenarios. 
The EDS-206A-4PoE unmanaged 
switch supplies power through 4
IEEE 802.3af/at compliant PoE/Ethernet 
combo ports with 10/100M, full/half-
duplex, and MDI/MDI-X auto-sensing to
provide an economical foundation for a 
PoE Plus system, or future-proof an 
existing PoE system to support more 
powered devices. The EDS-506A-4PoE 
is a managed switch that adds advanced 
management and protocol support, 
such as multicast filtering, quality of 
service, automatic warning, and SNMP
security. Both switches feature a flexible 
24/48 VDC power input range and 
provide the option of wide operating
temperature models for deployment in 

truly grueling environments.
IEEE802.3at Takes PoE to New 
Places
PoE creates systems that are more 
efficient, reliable, safe, and easy to 
maintain. Now that PoE Plus is avail-
able, PoE is a viable option for even 
more industrial applications than before. 
See how PoE Plus has expanded the 
scope of PoE solutions or request a 
quotation by visiting Moxa’s PoE event 
site at
www.moxa.com/event/Net/2010/PoE_S
olutions/index.htm.
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An industry-wide Power over Ethernet 
(PoE) standard was officially ratified in 
2003 with IEEE 802.3af, and since then 
the use of PoE technology has rapidly 
grown. Analysts estimate that by 2012 
one quarter of all Ethernet ports will be
PoE-capable1. As knowledge of PoE’s 
capabilities and benefits has spread, 
more and more system operators have 
taken advantage of PoE technology. 
However, the IEEE 802.3af standard 
has a few limitations that make it 
unsuitable for certain demanding 
applications. In response, the IEEE 
802.3at standard, also known as PoE 
Plus, was ratified to further expand the 
scope and capabilities of standardized 
PoE devices. This white paper will 
identify the key additional advantages
offered by PoE Plus and explore the 
enormous potential of this new technol-
ogy in scenarios that previously could 
not take advantage of PoE.

PoE: A Brief History
Ethernet technology has been used for 
decades and Ethernet cables can now 
be found in enterprise offices, residen-

tial homes, and industrial automation. In 
most systems Ethernet cables already 
go nearly everywhere, so it would 
naturally be more efficient if these 
Ethernet cables could deliver both data
and power. This would completely 
eliminate the need to find a local power 
supply for each of your devices, 
dramatically expanding device deploy-
ment flexibility and eliminating power
cabling costs. The PoE idea was so 
promising that many vendors, such as 
Cisco, 3Com, and Intel, developed
proprietary PoE technology. Users who 
adopted proprietary solutions were on 
the “bleeding edge” of technology-
while they enjoyed the benefits of PoE 
technology, they also needed to deal 
with countless headaches such as 
interoperability and compatibility issues, 
vendor lock-in, and inconsistent 
support. The fact that these proprietary 
solutions were used at all, despite their 
many hazards, testifies to the funda-
mental usefulness of PoE technology.
Fortunately, in 1999 the IEEE began to 
work on a PoE standard, which was 
finalized in 2003 with IEEE 802.3at. 

With a standardized, documented, and 
widely available technology, PoE tech-
nology truly took off. PoE can supply 
power to devices in locations where it 
was previously difficult, if not impossible, 
to deliver power. Examples of such 
devices include remote network 
switches, security cameras, and outdoor 
WLAN access points2.

Emerging Limitations of IEEE 
802.3at
As useful as PoE has proven to be, it 
has become clear that the IEEE 802.3af 
standard falls short when it comes to 
certain demanding scenarios. Power 
sourcing equipment (PSE) with 802.3af 
PoE technology can only provide a 
maximum of 15.4 W of power to pow-
ered devices (PD). There are many
Ethernet-connected devices, such as 
the following, that simply need more 
power:

PTZ/Outdoor Cameras: Low-power IP 
cameras are well-served by existing 
802.3af PoE technology. However,
cameras with Pan/Tilt/Zoom (PTZ) 

functionality are increasingly popular, 
and these cameras use more power in
order to operate their motors. Cameras 
that are ruggedized for operations 
outdoors, especially in harsh condi-
tions, also need more power in order to 
use their heating units. It would be nice
to be able to use 802.3af PoE technol-
ogy to supply power to each outdoor 
camera, but 802.3af just isn’t up to the 
task of providing enough power for 
these devices.

LED Display Boards: Ethernet-
connected LED display boards display 
up-to-date messages from the network. 
These display boards use bright light-
emitting diodes, which demand 
substantially more power than the 15.4 
W available over an 802.3af PoE line.

Long Distance LAN Devices: Basic 
wireless access points can get by with 
15.4 W of power. However, high-
performance
wireless devices that provide wider 
coverage use high gain
antennas and multiple RFs, all of which 
demand much more power. These 
high-powered wireless devices are 
particularly common in widely distrib-
uted, remote applications. This is
precisely the type of application where 
power supplies and cables are a major 

cost—yet the power supplied by 
802.3af-compliant PSEs is too weak to 
offer a viable alternative to conventional 
power sourcing.

How “PoE Plus” Transforms PoE 
Applications
In September 2009, the IEEE ratified 
802.3at (“PoE Plus”), which dramati-
cally improved PoE’s ability to meet the
requirements of more demanding 
applications. With PoE Plus, it’s 
possible to use just an Ethernet cable to 
deliver power to more power-hungry 
devices. PoE Plus offers the following 
key advantages over conventional PoE:

More Powerful: IEEE 802.3at technol-
ogy increases the power delivered to 
PDs to 34.2 W, which is nearly double 
the power delivered by the old PoE 
technology. With this extra power, it is
possible to use the Ethernet cable to 
deliver power to devices such as 
outdoor cameras, LED display boards, 
WiMax devices, and even some 
embedded computers or terminal 
computers. This capability alone 
unlocks the possibility of using PoE in
applications that were previously too 
demanding for PoE technology.

More Efficient: PoE Plus is not only 
more powerful, it is also more efficient. 

IEEE 802.3at defines a new method of
communication and identification 
between PSEs and PDs. In 802.3af, 
classification on the hardware layer 
(Layer 1) was optional. In 802.3at, this 
identification is mandatory. What’s 
more, 802.3at adds an additional 
data-layer (Layer 2) classification 
mechanism, known as the Link Layer 
Discovery Protocol (LLDP). LLDP 
allows the PSE to repeatedly request
status information from the PD and 
dynamically allocate power in response. 
This means that PDs will use more 
power efficiently and only request 
maximum power when it is needed.
Power efficiency is particularly useful 
for applications that must be frugal in 
their power consumption, such as 
remote applications powered by batter-
ies or solar cells. However, less power 
consumption will translate into an 
improved bottom line no matter the 
application, simply by reducing the 
power bill.

Now that PoE Plus is available, entire 
categories of applications previously 
off-limits for PoE have come into play. 
Outdoor applications that make heavy 
use of ruggedized, power-consuming 
devices can now leverage PoE technol-
ogy. Applications with limited power 
resources, such as those powered by 
battery or solar cells, can now exploit 
PoE’s advanced power allocation 
mechanisms to maximize their efficiency.

PoE Plus in Action: One Deploy-
ment Scenario
Intelligent Traffic System (ITS): Intelli-
gent traffic management and video 
surveillance has emerged as a popular 
program for many local municipalities. 
Traffic cameras, sensors, intelligent 
lights, and embedded computers are 
often deployed along freeways and 
roads in order to monitor and improve 
traffic safety. This means the cameras 
will be exposed to the elements, and 
deployed at remote locations. The
cameras would need a wide operating 
temperature range in order to work 
reliably in this operating environment.

Robust Gigabit Ethernet infrastructures 
with PoE Plus support are the perfect 
backbone for ITS networks. Long 
distance fiber gives the network enough 

range to cover the entire traffic grid.
Meanwhile, PoE technology allows 
devices to be deployed anywhere 
Ethernet cables go, even if a power 
supply is not available. Using PoE 
technology also completely eliminates 
the extra cost of power supplies and 
power cables.

The extra power supplied by PoE Plus 
allows municipal authorities to deploy 
cameras even where conditions are
severe enough to require highly rugge-
dized self-heating camera units, and the 
PoE Plus makes it possible to deploy 
PTZ cameras in high-traffic locations. 
PoE Plus also offers enough power to 
supply local intelligence and front-end 
control in the form of embedded comput-
ers. With this flexibility, systems can 
perform advanced automated actions 
such as triggering a camera’s zoom 
function when a car runs a red light. 

Finally,
with LLDP communications maximizing 
the power efficiency of all the PDs in 
this network, the entire system will 
consume less electricity.

The Foundation of a PoE Plus 
Network: Moxa’s PoE Switches
A PoE Plus network begins with the 
power source equipment, which is 
responsible for delivering power to the 
powered devices. Moxa’s EDS-506A-
4PoE and EDS-206A-4PoE add PoE
Plus capability to the time-tested EDS 
platform, which has proven itself in an 
array of rigorous industrial scenarios. 
The EDS-206A-4PoE unmanaged 
switch supplies power through 4
IEEE 802.3af/at compliant PoE/Ethernet 
combo ports with 10/100M, full/half-
duplex, and MDI/MDI-X auto-sensing to
provide an economical foundation for a 
PoE Plus system, or future-proof an 
existing PoE system to support more 
powered devices. The EDS-506A-4PoE 
is a managed switch that adds advanced 
management and protocol support, 
such as multicast filtering, quality of 
service, automatic warning, and SNMP
security. Both switches feature a flexible 
24/48 VDC power input range and 
provide the option of wide operating
temperature models for deployment in 

truly grueling environments.
IEEE802.3at Takes PoE to New 
Places
PoE creates systems that are more 
efficient, reliable, safe, and easy to 
maintain. Now that PoE Plus is avail-
able, PoE is a viable option for even 
more industrial applications than before. 
See how PoE Plus has expanded the 
scope of PoE solutions or request a 
quotation by visiting Moxa’s PoE event 
site at
www.moxa.com/event/Net/2010/PoE_S
olutions/index.htm.
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