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Background and methodology
Objective
This study was conducted by Control Engineering to 
evaluate cyber security implementation, resources, and 
training. Specifically, the study examines:

§ Control system cyber security threats and threat 
levels
§ Vulnerability assessment and internal assessment 

teams
§ Cyber-related incidents and reporting
§ Emergency response teams and training
§ Government and industry regulations or 

compliance
§ Mobile device security
§ Resources for monitoring cyber security events.

The current survey replicates a study conducted in 
2013. The questionnaire and survey methodologies are 
virtually the same with a few exceptions. Where 
appropriate, 2014 results are compared to the findings 
from 2013.

Sample
The sample was selected from recipients of Control 
Engineering for whom e-mail addresses were available.

Method
Subscribers were sent an e-mail asking them to 
participate in this study. The e-mail included a URL 
linked to the questionnaire. Qualifying questions limited 
survey respondents to those who are directly involved in 
aspects of control system cyber security within their 
organization.

§ Data collected: Feb. 7, 2014, through
Mar. 2, 2014

§ Number of qualified respondents: 190
o Margin of error: +/- 7.1% at a 95% confidence level 

§ Incentive: Survey participants were offered the 
opportunity to enter a drawing for a $150 gift card.
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Executive summary
In February 2014, Control Engineering surveyed members of 
their audience who are directly involved in aspects of control 
system cyber security within their organizations. This study 
asked key questions on cyber security practices, including 
perceived threat levels, system vulnerability, and recent cyber-
related incidents.

In general, nearly half of respondents perceive the control 
system threat within their organizations to be at a moderate 
level, but 1 in 4 cite a "high" or "severe" threat level in their 
systems.

Malware from a random source with no specific connection to 
respondents' respective companies or industries was cited as 
the most threatening type of cyber-related incident that a control 
system could experience.

The top three system components respondents are most 
concerned about are:

1. Computer assets that are running commercial operating 
systems

2. Connections to other internal systems
3. Network devices.

On the other hand, cyber threats don't seem to be much of a 
concern on embedded controllers and connections to the field 
SCADA network.

The majority of organizations use antivirus software to monitor 
control system cyber security events – the benefits of which are 
prevention, detection, ease-of-use, and cost effectiveness,
according to respondents.

Systems vulnerability
When asked about the last time their organization performed 
any type of vulnerability assessment, one-third of respondents 
said an evaluation was performed within the past six 
months, 29% said within the past 12 months, 15% said within 
the past 18 to 24 months, and an alarming 24% said never.

Of the respondents who indicated that their organization has 
never performed a vulnerability assessment, 33% have been 
aware of between 1 and 5 malicious cyber incidents in their 
control system networks and/or control system cyber assets in 
the last 24 months. One-third of these incidents were declared 
as accidental infections, while 20% were targeted in nature, and 
47% were a combination of targeted and accidental.

Only 25% of all respondents indicated that their organization’s 
computer emergency response team appears well trained and 
capable to detect and respond to cyber-related incidents. Nearly 
half said either such a team does not exist at their 
organization, or the existing team is not properly trained to 
identify and react to these attacks.

Here is where the problem may lie: 71% of organizations are 
teaching their employees about who to contact in the event of a 
cyber incident or attack, but not how to properly respond in such 
a scenario.

Forty-one percent of respondents agreed that having industry-
required standards without government involvement would 
improve or enable their efforts to implement proper control 
system cyber security controls, while 21% said that no outside 
involvement would help at all.
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Respondent profile
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Job title and industry experience
Forty-six percent of respondents are process control engineers or product engineering managers,
and more than half of all respondents have worked in their current industry for 20 years or longer.

Q: What is your job title? (n=190)
Q: For approximately how many years have you worked in your current industry? (n=188)

Process 
control 

engineer
34%

IT 
manager,
director,

CIO
8%

Business 
user
6%

Network 
operations, 

system 
admin.

4%

Security 
admin.,
security 
analyst

4%

Other
32%

Job title

5 to 9,
15%

10 to 19,
23%

20 to 29,
25%

30 or 
more,
27%

Industry experience
(No. of years)

Less than 5, 10%
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Product
engineering

manager
12%



Industry involvement
The top industries serviced by respondents are engineering or system integration (31%), computer or 
communications systems (29%), and instrumentation or control systems (27%).

Q: In which of the following industries is your company involved? (n=188)

31%

29%

27%

22%

21%

21%

18%

17%

15%

15%

Engineering, system 
integration

Computer or 
communication systems
Instrumentation, control 

systems

Electrical equipment

Chemicals

Consulting, business or 
technical services

Petroleum or refining

Industrial machinery

Food, Beverage or Tobacco

Power transmission 
equipment

12%

10%

9%

8%

8%

8%

6%

14%

13%

Automotive or 
transportation

Pharmaceuticals

Aircraft, aerospace or 
defense

Wood, paper, printing or 
related products

Primary or fabricated 
metals

Semiconductors

Plastics or rubber

Other manufacturing or 
processes

Other
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Company size and location
Sixty-five percent of respondents work for companies with less than 250 employees, and nearly a 
quarter are based outside of the U.S.

Q: Approximately how many people work at your location? (n=188)
Q: In what region of the country are you based? (n=188)

Company size
(No. of employees)

100 to 249,
15%

Less than 100,
50%

250 to 499,
5%

500 to 999,
14%

1,000 or more,
16%

East North 
Central

19%

South 
Atlantic

13%

West South 
Central

11%
Pacific
11%Middle 

Atlantic
7%

West North 
Central

6%

New 
England

4%

East 
South 

Central
4%

Mountain
3%

Based 
outside the 

U.S.
22%

Location
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Cyber security practices

9



Cyber security threats
Nearly two-thirds of respondents indicated that their control system cyber security threat level is low to 
moderate, and 35% are most concerned about malware threats coming from a random source.

Q: What level do you perceive the control system cyber security threat within your organization to be? (n=188)
Q: What type of threat to your control system concerns you the most? (n=189)

High,
20%

Low,
28%

Threat levels
Severe,

6%

Moderate, 45%

Malware 
from random 

source
35%

Theft of 
intellectual 
property

17%

Other
6%

Most concerning threats

10Cyber security practices

“Hacktivists” hitting our 
company as part of 

advancing a political or 
environmental agenda

13%

Attack using a 
vulnerability in 
network device

14%

Attack as part of 
larger attempt to 

disrupt critical 
infrastructure

15%



Threats to system components
Regarding cyber security, the system components that are most concerning or vulnerable to attacks are 
computer assets running commercial operating systems, connections to other internal systems, and 
network devices.

Q: Regarding the cyber security, how concerned are you about the following system components within your organization? (n=189)

40%

38%

28%

25%

17%

17%

18%

23%

34%

38%

38%

30%

33%

29%

25%

22%

20%

16%

26%

26%

29%

31%

29%

24%

Computer assets running commercial operating systems

Connections to other internal systems

Network devices

Wireless communication devices and
protocols used in the automation system

Control system applications

Control system communication protocols used

Embedded controllers and other components

Connections to the field SCADA network

A serious concern Moderately concerning Somewhat concerning
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Vulnerability assessments
One third of respondents claimed their last vulnerability assessment was performed within the past six 
months, and an alarming 24% have never executed one. More than half said their assets haven’t 
experienced a cyber incident within the past two years.

Q: When is the last time your organization performed any type of a vulnerability assessment? (n=189)
Q: How many malicious cyber incidents (infections, intrusions, etc.) into control system networks and/or control system cyber assets have you been aware of in the last 24 months? (n=189)

Within 
past 6 

months
33%

Within 
past 12 
months

29%
Within 
past 18 
months

5%

Within 
past 24 
months

10%

Never
24%

Most recent vulnerability 
assessment

0, 54%

1, 12%

2 to 5,
27%

No. of cyber incidents
within past 24 months

More than 5,
7%
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Cyber-related incidents
Of the respondents who said they have seen one or more cyber incidents in the past two years, 44% 
said these incidents were either targeted in nature or both accidental and targeted.

Q: Of the cyber-related incidents you've seen, they were: (n=87)
Q: Of the targeted intrusions, how many would you label as advanced (meaning some type of novel infection vector, new code, etc. and not reused exploits or known malware)? (n=38)

Accidental 
infections,

56%

Targeted 
in nature,

14%

Both,
30%

Incident types

0
16%

1
24%

2 to 5
31%

More 
than 5

5%

Don't 
know
24%

No. of advanced targeted intrusions
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Identifying and reporting cyber-related incidents
Most cyber-related incidents are identified by internal teams, according to respondents. Eighteen 
percent said that they are allowed to report such incidents, but didn’t always follow through.

Q: Of the cyber incidents you are aware of how were they identified? (n=38) 
Q: Of the cyber-related incidents did you feel you or your management team was allowed to report the incident? (n=38)

Internal 
teams
76%

Notified by 
outside 
party
13%

Third party 
assessment

8%

Notified by 
government

3%

Identifying incidents Reporting incidents

Allows to and did not,
18%

Not allowed to,
14%

Allowed to and did,
68%
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Publicly reporting cyber-related incidents
Sixty-six percent of respondents agree that publicly reporting information on cyber-related incidents 
would benefit the industry, and 37% said the biggest problem with reporting is the fear of legal 
repercussions.

Q: If you were able to publicly report on cyber incidents, which of the following best represents your opinion? (n=38)
Q: Of the choices below, what do you feel the biggest problem in reporting cyber-related incidents is? (n=38)

Would 
benefit the 
industry,

66%

Might 
benefit the 
industry,

21%Would not 
benefit the 
industry,

13%

Sharing threat information Troubles with reporting incidents

Fear of legal 
repercussions

37%
Loss in consumer 

confidence
38%

Management
25%
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Emergency response teams

Computer emergency response teams

13% Appears well trained and capable to detect 
cyber-related incidents.

13% Appears well trained and capable to respond to 
cyber-related incidents.

25% Appears well trained and capable to detect and 
respond to cyber-related incidents.

15% Exists but is not currently well trained and/or 
capable to detect or respond to threats.

34% No such team exists at my organization.

One quarter of respondents said their computer emergency response teams appear well trained and 
capable to detect and respond to cyber-related incidents, and claim to have an operating operational 
incident response team within their organization.

Q: Please choose one of the following regarding your computer emergency response team: (n=189)
Q: Does your organization have an operating operational incident response team to respond to any type of a security breach/incident? (n=189)
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Yes
50%No

50%

Operational incident response
team presence



Internal vulnerability assessments and processes
Forty-one percent of respondents said their internal vulnerability assessment team works with other 
internal teams to fix identified vulnerabilities, and 56% said their organization has implemented a 
change control process for cyber assets that is able to prevent unauthorized and potentially vulnerable 
changes from taking place.

Q: Which of the follow statements describe the team at your organization that performs internal vulnerability assessments? (n=189)
Q: Has your organization implemented a change control process for cyber assets that is able to prevent unauthorized and potentially vulnerable changes from taking place on your control system? (n=189)

17Cyber security practices

N/A
40%

Vulnerability assessment teams

The team works with 
other internal teams to fix 
identified vulnerabilities

41%

The team is trained and 
empowered to perform 

vulnerability 
assessments, 25%

Yes
56%

No
44%

Change control processes
in place



Logical configurations and information systems inventory

“My organization’s inventory of information 
system assets…”

Is complete. 32%

Is mostly accurate. 42%

Exists but it is mostly wrong or outdated. 7%

Does not exist. 10%

Sixty-eight percent of respondents’ organizations protect the logical configurations of all control system 
devices, and only 32% have a complete inventory of information systems that reside and operate on 
control networks.

Q: Does your organization protect the logical configurations of all control system devices (e.g. PLCs, PACs, MTUs, RTUs)? (n=189)
Q: Regarding the inventory of information systems that reside and operate on your control network please choose one of the following: (n=189)
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Yes
68%

No
32%

Protecting logical configurations



Industry 
required 

standards 
without 

government 
involvement

41%
Industry 
required 

standards in 
addition to 

government 
oversight or 
regulation

27%

No outside 
involvement 
would help

21%

Less 
government 
regulations

6%

Additional 
government 
regulations

5%

Factors that would improve proper 
implementation efforts

Government and outside involvement
Only one in five respondents said their organization is compelled by the government and industry 
regulations or compliance to enact information control systems protections for cyber assets, and 41% 
said that standards required only by the industry, not the government, would improve their efforts in 
implementing a proper security system.

Q: Please choose one of the following regarding your organization with regards to it being compelled to enact information control system protections for control system cyber assets: (n=189)
Q: Of the following, which do you feel would improve or enable your efforts to implement proper control system cyber security controls? (n=189)
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Compelled to enact specific 
protections by …

The government, 10%

Industry regulations or 
compliance, 17%

The government and 
industry regulations or 

compliance, 20%

Not compelled to enact 
specific protections, 34%

Don’t know, 19%



Mobile device security
According to respondents, 28% of organizations do not allow mobile devices to connect to networks,
7% don’t allow them in the work area, and 11% don’t allow them to connect  to networks or enter the 
work area.

Q: Regarding mobile devices such as smartphones and tablets (e.g. iPads) at your organization please choose one of the following: (n=189)
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Not allowed to 
connect to 
networks

28%

Allowed to 
connect to 

networks and in 
work area

26%

Allowed to 
connect to 
networks

18%

Not allowed to connect 
to networks or in work 

area
11%

Not allowed 
in work area

7%

Allowed in work area
5%

Do not know
5%



Employee training
Seventy-one percent of organizations inform their employees about who to contact in the event of a 
cyber incident or attach, but only about half train employees on identifying such attacks themselves.

Q: Please select the training that employees at your organization receive: (n=189)
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71%

56%

49%

Know who to contact in the event of a cyber incident or 
attack

Identify things that may indicate a cyber incident or attack

Identify social engineering attacks



Resources for monitoring 
cyber security events
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Resources
The top three resources used by respondents to monitor control system cyber security events are 
antivirus software (95%), network logs (86%), and firewall logs (83%).

Q: What resources do you use to monitor control system cyber security events? What are their advantages? (n=189)

95%

86%

83%

75%

67%

Antivirus software

Network logs (routers, switches, VPNs, etc.)

Firewall logs

Intrusion detection or prevention systems

Whitelisting
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Antivirus software
Respondents who use antivirus software to monitor control system cyber security events do so for the 
prevention (73%), detection (69%), and ease-of-use benefits (58%).

Q: What resources do you use to monitor control system cyber security events? What are their advantages? (Antivirus software, n=179)
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73%
69%

58%

47%

39% 37%

29%

13%
8%

6%

Prevention Detection Easy to 
use

Cost 
effective

Added 
security

Mitigation Response Managed 
by third-

party

Lessons 
learned

Reduces 
post-event 
litigation



Networking logs
The top advantages of using networking logs to monitor control system cyber security events,
according to respondents, are detection (52%), prevention (38%), and added security (35%).

Q: What resources do you use to monitor control system cyber security events? What are their advantages? (Networking logs, n=162)
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52%

38%
35% 33% 30%

27%
23%

17%
12%

9%

Detection Prevention Added 
security

Response Cost 
effective

Mitigation Easy to 
use

Lessons 
learned

Reduces 
post-event 
litigation

Managed 
by third-

party



Firewall logs
Fifty-seven percent of respondents use firewall logs to monitor control system cyber security events for 
its detection benefits, while prevention (39%) and response time (34%) are other key advantages.

Q: What resources do you use to monitor control system cyber security events? What are their advantages? (Firewall logs, n=157)
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57%

39%
34%

29% 27% 27%
23% 22%

10% 8%

Detection Prevention Response Added 
security

Cost 
effective

Mitigation Easy to 
use

Lessons 
learned

Reduces 
post-event 
litigation

Managed 
by third-

party



Intrusion detection or prevention systems
The top advantages to using intrusion detection or prevention systems to monitor control system cyber 
security events, according to respondents, are detection (65), prevention (54%), and added security (36%).

Q: What resources do you use to monitor control system cyber security events? What are their advantages? (Intrusion detection or prevention systems, n=142)
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65%

54%

36%

28%
23%

18% 17%
13%

9%
6%

Detection Prevention Added 
security

Response Mitigation Cost 
effective

Easy to 
use

Lessons 
learned

Managed 
by third-

party

Reduces 
post-event 
litigation



Whitelisting
Sixty-five percent of respondents who use whitelisting to monitor control system cyber security events 
do so for its prevention benefits, but only 30% use whitelisting for added security, and 23% for detection.

Q: What resources do you use to monitor control system cyber security events? What are their advantages? (Whitelisting, n=127)
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65%

30%
25% 23% 23% 20%

14% 13%
8% 6%

Prevention Added 
security

Easy to 
use

Detection Cost 
effective

Mitigation Response Lessons 
learned

Managed 
by third-

party

Reduces 
post-event 
litigation



Additional resources from Control Engineering

Resources
§ Cyber security articles and news
§ Online Training Center

o Cyber Security
o Industrial Networking

§ Products
§ Safety & Security e-newsletter
§ Videos
§ Webcasts
§ Blogs

Thank you for downloading the Control Engineering 2014 Cyber Security Study. Use the links below to 
access additional information on cyber security, products, and research.

Editorial research studies
§ 2013 Cyber Security
§ 2013 System Integration
§ 2013 Information Integration
§ 2013 Mobility, Ethernet & Wireless
§ 2013 Salary & Career Survey

Contact information
Amanda McLeman
Director of Research
amcleman@cfemedia.com
630-571-4070 ext. 2209

Mark Hoske
Content Manager
mhoske@cfemedia.com
630-571-4070 ext. 2214
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