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Sponsor Profile
United Electric Controls, a privately held corporation headquartered in Watertown, Massa-
chusetts, USA, is a manufacturer of durable and reliable pressure and temperature switch-
es and sensors used in industrial applications throughout the world.  UE products provide 
a critical and independent layer of Plant Safety instrumentation that protects equipment, 
processes and personnel in a wide variety of challenging environments and operating con-
ditions.  Our reputation for dependable pressure and temperature solutions is a result of 
innovative design, superior manufacturing techniques, and a corporate focus on uncompro-
mising quality and service to our customers.

Innovative Design
•	 Solid-state	One	Series	electronic	switch	for	plant	safety	applications
•	 	Cost-effective	solutions	to	meet	and	exceed	customer	requirements
•	 	Rugged	construction	for	the	most	challenging	environments

Rapid Delivery
•	 Lean	manufacturing	for	maximum	productivity
•	 	Practitioner	of	continuous	improvement	and	elimination	of	waste
•	 	One-piece-flow	for	optimum	manufacturing	efficiency

Uncompromising Quality
•	 ISO	9001:2000	certified
•	 	Customer-first	approach	through	service,	delivery	and	value
•	 	Wide	selection	of	products	that	meet	global	agency	certification

Three Manufacturing Divisions
•	 United	Electric	Controls
•	 Applied	Sensor	Technologies
•	 Precision	Sensors
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Intelligence At The Device
Cover Story: As Components Get 

Smarter And More Powerful, Manu-
facturers Are Finding Themselves 

Managing High-Performance Auto-
mation And Control Systems Whose 

Parts Are Capable Of Monitoring 
Themselves, Diagnosing Their Own 

Problems, And Maybe Even Mak-
ing A Decision Or Two, Economically 

And Easily.

Jeanine Katzel for Control Engineering

Everything	is	smarter	these	days,	it	seems:	
smart	cars,	smart	appliances,	smart	toys.	It’s	not	
surprising,	then,	that	intelligent	devices	are	on	the	
rise	in	industrial	automation	and	control	as	well.	
Smart	motors,	smart	sensors,	smart	flowmeters	
are	only	a	few	among	many	components	packed	
with	microprocessor	power	in	a	trend	that	has	all	
the	earmarks	of	ushering	industry	into	an	age	of	
unprecedented	product	and	system	performance.

Computing	power	today	is	seemingly	infinite	
and	data	storage	and	memory	relatively	inexpen-
sive,	says	Jeff	Woolfolk,	business	developer	and	
consulting	engineer	for	Siemens	Industry	Inc.	“The	
name	of	the	game	now	is	how	much	information	
can	I	obtain	efficiently	and	how	can	I	best	use	it.”

It	appears	manufacturers	are	obtaining	and	us-
ing	information	quite	efficiently—and	effectively.	
Thanks	to	the	advent	of	technological	advance-
ments	such	as	systems	on	a	chip,	multi-core	
processing,	and	higher	levels	of	integration,	de-
vices	are	smaller,	lighter,	faster,	and	smarter.	They	
are	finding	their	way	into	endless	applications	
and	reaping	benefits	in	many	areas.	They	are	
increasingly	more	capable,	as	vendors	introduce	
products	that	are	easier	to	use,	energy	efficient,	
self-diagnostic,	and	wireless;	and	they	are	filled	
with	features	that	are	helping	to	drive	companies	
to	the	greater	efficiencies	and	through-puts	and	
higher-level	processes	that	they	need	to	stay	
competitive.

Intelligent wireless devices analyze and 
transmit information from remote installations 
accurately and economically. Source: Emerson 
Process Management

Use Those Brains!
Building	capability	into	components	is	not	

entirely	new.	Smart	motors,	drives,	and	motion	
control	systems	are	frequent	sights	in	modern	
facilities.	“The	components	inside	drives—the	
IGBTs,	the	processors,”	says	Rich	Mintz,	product	
manager,	SEW	Eurodrive,	“were	built	early	on	
to	handle	harsh	plant	floor	environments,	and	
that	capability,	perhaps	more	than	others,	has	
enabled	intelligence	to	move	to	the	device	more	
readily.	For	intelligence	to	move	to	the	device	
level,	it	must	be	designed	specifically	for	that	
environment.	Intelligent	devices	are	not	the	same	
components	found	in	standard	control	cabinet	
electronic	products.	Manufacturers	have	asked	

for	these	devices,	and	suppliers	have	responded,	
allowing	the	progression	from	centralized	to	de-
vice	intelligence	to	occur.”

In	addition,	those	initial	devices	did	not	have	
the	benefit	of	the	tremendous	computing	power,	
memory	capacity,	or	data	transmission	capability	
emerging	today.	Current	microprocessor	horse-
power	coupled	with	low	power	requirements	
are	what’s	allowing	us	to	embed	more	and	more	
decision-level	firmware	and	software	into	de-
vices,	says	Ray	Rogowski,	manager	global	prod-
uct	marketing,	field	instrumentation,	Honeywell	
Process	Solutions.	“Not	too	many	years	ago,	you	
had	to	go	back	to	the	DCS	to	find	out	what	was	
going	on	in	the	field.	Now	you	can	package	it	right	
up	in	the	sensor.”

Initially,	microprocessors	“went	down	to	the	de-
vice	to	improve	performance,”	says	Mark	Schum-
acher,	president	of	the

Components such as Siemens Simocode Pro V 
current/voltage monitoring modules add intel-
ligence to motor control center applications. 
Source: Siemens Energy & Automation
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Rosemount	Pressure	Business	for	Emerson	
Process	Management,	“to	do	things	like	tempera-
ture	linearization	and	compensation.	It	is	that	
performance	improvement	and	reliability	that	
continue	to	be	the	foundation	for	the	growing	ap-
plication	of	intelligence	devices.”

Since	his	company	has	historically	followed	a	
philosophy	of	centralized	control,	Graham	Har-
ris,	president,	Beckhoff	Automation,	argues	
that	multi-core	processing	puts	unprecedented	
amounts	of	power	on	a	chip	to	create	an	“all-
in-one”	automation,	control,	and	measurement	
platform	that	can	do	everything	from	performing	
machine	conditioning	and	real-time	measure-
ment	to	modifying	control	algorithms	in	real	time.	
According	to	Harris,	“Using	one	powerful	CPU,	it	
is	more	efficient	to	manage	numerous	devices	in	
software	versus	control	via	distributed	CPUs	in	
every	measurement	and	monitoring	device.	PC-	
and	Ethernet-based	tools	are	similar	in	approach	
to	the	human	brain,	managing	‘control’	of	our	or-
gans	and	body	parts	via	the	nervous	system.	This	
kind	of	approach	in	automation	is	what	we	call	

‘scientific	automation,’	an	exciting	growth	area	of	
technology.	Within	five	years,	engineers	will	see	it	
in	areas	like	adaptive	control	and	condition	moni-
toring,	and	in	the	development	of	more	intelligent	
machines	overall.”

Intelligent components, 
such as this microprocessor-
based temperature trans-
mitter, enhance measure-
ment accuracy and reduce 
maintenance. Such devices 
are capable of continually 
monitoring a sensor, track-
ing operation, diagnosing 
failures, and generating error 
messages. Source: Moore 
Industries-International Inc.

Benefits In Balance
Intelligent	devices	reap	three	primary	benefits	

for	automation	and	control,	says	Rami	Al-Ashqar,	
motion	control	product	manager,	Bosch	Rexroth:

The	controller	doesn’t	have	to	do	everything.	
Component	intelligence	frees	the	controller	to	do	
other	tasks.

Electronic	equipment	on	a	machine	can	be	
more	easily	modularized,	allowing	better	mainte-
nance	and	easier	troubleshooting.

Flexibility	is	increased.	Distributed	intelligence	
facilitates	the	easier	incorporation	of	more	de-
vices.	One	controller	interfaces	with	many	devices	
which	do	the	work.

They	also	can	save	energy,	adds	Mintz.	“Having	
intelligence	inside	motors	and	drives,	for	example,	
gives	you	closer	communications	and	connections	
that	allow	the	components	to	function	better	
together.	The	more	a	controller	can	communicate	
with	a	drive,	and	the	more	the	drive	knows	what	
is	going	on	in	the	motor,	the	better	able	an	opera-
tion	is	to	make	those	small	process	changes	that	
make	a	difference.”

	

The need for easy-to-use smart devices is 
critical. To show easily even non-engineers can 
learn to develop intelligent systems, National 
Instruments has launched a robotics competition 
using Nitro. The Nitro control system platform is 
designed to help students elarn to use tools such 
as NI’s LabView and CompactRio to build intel-
ligent robotic devices and solve challenging engi-
neering problems. Source: National Instruments

Among	the	more	important	aspects	of	incor-
porating	intelligent	devices	into	a	system	is	ease	
of	use.	Says	Emerson’s	Schumacher,	“Putting	
more	intelligence	into	field	devices	unquestion-
ably	makes	them	more	complicated.	That’s	why	
it	is	critical	to	keep	devices	easy	to	use,	a	delicate	
balance	and	a	tough	engineering	challenge.	No	
information	from	a	device	is	important	if	it	is	not	
easily	accessible.	Many	plants,	today,	are	staffed	
by	fewer,	less	experienced	workers.	On	the	one	
hand,	vendors	must	concentrate	on	building	ease	
of	use	into	their	intelligent	products.	On	the	other,	
end-users	must	be	disciplined	about	what	infor-
mation	they	really	need	to	know.”

Part	of	the	burden,	adds	Arves	Stolpe,	Compac-
tRio	Product	Manager,	for	National	Instruments,	
falls	to	software	developers	to	create	applications	
for	modern	multi-processing	systems	that	are	
easy	to	use.	“Today’s	complex	systems	are	ex-
tremely	powerful,	but	without	the	right	tools,	they	
are	also	difficult	to	program,	design,	and	manage.	
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We	need	products	that	don’t	require	a	multi-
processor	embedded	system	developer	to	apply	
them,”	he	insists.	“If	we	don’t	do	that,	industrial	
and	automation	engineers	will	need	to	be	more	
than	control	experts,	they	will	need	to	be	embed-
ded	experts.	And	that	is	really	asking	a	lot.”

Integrated motor and drive mounted directly 
on a machine make it easy to configure a system 
in different ways. Continued integration of intelli-
gent components is expected to increase moni-
toring and control accuracy even further. Source: 
Bosch Rexroth

Building	intelligence	into	devices	also	has	
driven	diagnostics	to	the	component	level.	“It	
reduces	maintenance	because	the	machine	can	
be	modularized,”	says	Al-Ashqar.	“If	the	electron-
ics	and	the	machine	are	modularized,	it	is	easier	
to	identify	a	problem.	Error	messages	can	be	
displayed	and	problems	pinpointed.”

First	generation	smart	instruments	could	fail	in	
unpredictable	ways	due	to	undetected	software	
faults,	adds	Charles	Larson,	director	of	technology	
for	Moore	Industries-International	Inc.	“But	increased	
processing	power	available	at	low	power	has	allowed	
devices	to	perform	more	extensive	diagnostics.	
Some	temperature	transmitters	can	detect	and	

identify	broken	lead	wires	and	high	lead	resistance	
conditions	when	multi-wire	sensor	configurations	are	
used.	Temperature	transmitters	that	accept	dual-
sensor	inputs	allow	fallback	to	single	sensor	opera-
tion	when	a	sensor	failure	is	detected.	When	coupled	
with	external	watchdog	hardware,	a	device	that	is	
not	operating	properly	can	be	guaranteed	to	gener-
ate	a	fault	signal.	That	kind	of	reliability	allows	smart	
instruments,	such	as	intelligent	safety	alarm	trips,	to	
be	used	even	in	safety	applications.”

Many	users	today	want	to	embrace	device-level	in-
telligence,	says	Siemens’	Woolfolk,	but	are	still	think-
ing	in	terms	of	old	school	capabilities.	“Products	today	
are	so	capable,”	he	says.	“The	more	you	let	them	do	

for	you,	the	more	valuable	will	be	the	return.	Intel-
ligent	components	do	more	than	monitor	a	contact	
closure.	They	diagnose	a	developing	problem	and	let	
users	preemptively	head	off	a	fault	or	a	failure	that	
could	shut	down	production.”

John Deere saw a 25% savings in energy use on 
its storage retrieval system just by carefully coor-
dinating movement of the X and Y axes. The action 
allowed the company to re-use the potential energy 
stored in the rack locations. Source: SEW Eurodrive

Technology Of Choice
What,	then,	is	the	ultimate	in	field	device	intel-

ligence?	Wireless,	agree	most.	It	may	still	be	“a	
giant	leap	of	faith”	for	many,	but	comfort	with	the	
technology	is	growing	and	more	applications	will	
emerge	as	wireless	is	proven	to	work.	“It	will	be	
the	easiest,	most	economical	option,	which	will	
make	it	the	technology	of	choice,”	says	Emerson’s	
Schumacher.	“The	cost	of	devices	is	much	less	
than	the	cost	of	installing	them,”	adds	Honey-
well’s	Rogowski.	“If	you	can	eliminate	the	wiring	
and	still	have	devices	that	are	reliable,	safe,	and	
robust,	the	savings	are	huge.”

Microprocessor	performance	and	lower	power	
requirements	have	enabled	wireless	technologies	
to	expand	significantly,	says	Mark	Muldowney,	
field	instruments	technology,	product	architect,	
Honeywell	Process	Solutions.	“Advances	in	signal	
processing	let	devices	not	just	give	data	to	end	
users,	but	to	analyze	the	data	and	generate	infor-
mation	that	is	actionable—giving	users	informa-
tion	they	need	and	information	they	can	trust.”

The	concept	of	intelligent	sensors	every-
where—or	ubiquitous	sensor	networks	as	UCLA	
researchers	call	them—could	one	day	become	
part	of	our	control	processes,	muses	Stolpe,	whose	
company	has	just	released	wireless	sensor	nodes.	
“The	closer	the	sensor	can	be	to	the	decision-making	
process,	the	higher	quality	signal	possible.	And	really,	
control	depends	on	the	accuracy	of	the	measure-
ments.	If	you	have	an	accurate	measurement	with	
low	noise	at	the	node,	you	can	respond	to	any	input	
quickly	and	accurately.”
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To Make The Impossible,  
Possible And The Possible, Easy	
To	hear	those	closest	to	the	topic,	the	po-

tential	for	intelligent	devices	has	an	exciting,	
varied,	and	limitless	future.	“We	see	further	
integration	coming,”	says	Mintz.	“We’ve	got	
algorithms	that	use	a	sensor	on	the	gearbox	
and	intelligence	in	the	drive	to	tell	you	when	
to	do	an	oil	change.	We	see	the	next	genera-
tion	integrating	functions	into	single	pack-
ages:	a	gearbox	with	everything	inside	that	
you	plug	into	an	Ethernet	port.	It	gives	many	
pause	for	thought.”

“The	possibilities	are	incredible,”	says	
Al-Ashqar,	recalling	that	few	would	have	
predicted	20	years	ago	the	impact	of	mobile	
phones.	“A	remote	PLC	might	one	day	act	as	
a	master	controller	taking	information	from	
multiple	plants,	communicating	it	to	the	
right	personnel,	and	perhaps	even	making	
decisions	or	running	machines	in	multiple	
locations.”

The	ability	to	add	functions	more	eas-
ily	will	continue	to	expand,	offers	Woolfolk.	
“Safety	functions	will	become	more	and	
more	important,”	he	observes,	“and	are	
starting	to	find	their	way	into	the	intelligent	
device.”

Of	course	hurdles	remain,	among	them	
powering	intelligent	devices	and	ensuring	
wireless	link	reliability.	“Ubiquitous	sensors	
will	have	to	be	very	low	power	devices	that	
are	nonetheless	very	powerful;	and	wireless	
still	must	solve	issues	with	communicating	

back	to	a	central	host,	especially	
in	mission	critical	applications,”	
says	Stolpe,	but	he	believes	the	
challenges	will	be	overcome.	“If	
we	can	make	intelligent	products	
sufficiently	capable	and	easy	to	
apply,	we	will	allow	operations	
and	manufacturing	personnel	
to	be	successful	in	what	they	
need	to	do.	We	will	drive	intel-
ligent	device	technology	to	the	
point	of	being	incredibly	usable	
and	insanely	powerful,	making	
the	impossible	possible,	and	the	
possible	easy.”

Author Information
Jeanine Katzel is a contributing ed-
itor to Control Engineering. Reach 
her at jkatzel@sbcglobal.net

Intelligence In Action: Smart Devices Save Energy
Putting	intelligence	into	a	device	can	improve	performance	and	save	energy,	as	

a	retrofit	project	at	a	tractor	manufacturer	showed	recently.	A	John	Deere	facility	
wanted	to	modernize	a	25-year-old	storage-and-retrieval	machine	to	incorporate	
energy-saving	technologies,	and	turned	to	SEW	Eurodrive	for	assistance.

The	system	in	question	included	an	X	axis	that	travels	a	storage-and-retrieval	
crane	and	a	Y	axis	that	moves	the	pallets	up	and	down.	Typically,	explains	Rich	
Mintz,	product	manager,	“If	you	configure	a	storage-and-retrieval	system	to	go	
from	point	A	to	point	B	to	retrieve	a	pallet	off	the	rack,	both	axes	start	moving	at	
once.	The	X	axis	starts	to	move	and	the	Y	axis	starts	to	lift.	Both	motors	start	at	
the	same	time.	But	do	they	have	to?	If	the	Y	axis	is	set	to	wait	a	second	or	two	
before	it	starts	lifting,	it	can	avoid	a	simultaneous	inrush	and	reduce	demand	on	
the	electrical	system.”

The	vendor	also	looked	at	what	happens	when	the	drives	decelerate.	Continues	
Mintz,	“When	you	decelerate	the	X	axis,	you	put	energy	back	into	the	dc	bus.	When	
you	decelerate	the	Y	axis—when	the	system	is	lowering	the	pallet,	it	is	bleeding	
off	energy.	It	is	being	burned	up	over	the	braking	resistor.	Now	what	if	we	timed	
the	operation	so	that	when	one	motor	is	regenerating	energy,	instead	of	burning	
it	over	the	resistor,	we	wait	and	use	it	to	move	the	other	motor?	What	if	we	time	
when	these	two	motors	act	so	that	when	one	is	regenerating	power,	the	other	is	
using	that	regenerative	energy	instead	of	giving	it	up	over	the	braking	resistor?”

The	answers	are	that	energy	is	saved	and	efficiency	is	increased.	The	concepts	
were	applied	to	the	existing	system	using	SEW’s	MOVI	PLC	motion	controller.	As	
a	result,	Deere	was	able	to	reduce	energy	consumption	by	the	system	some	25%	
without	changing	the	cycle	rates—and	they	did	it	just	by	adding	intelligence	to	the	
components.

“We	took	a	PLC	controller	and	put	it	inside	one	of	the	drives,”	explains	Mintz,	
“and	were	able	to	achieve	a	significant	energy	reduction	on	a	large	system	for	a	
major	manufacturer.	Doing	it	inside	the	main	PLC	would	have	required	a	more	
robust	and	expensive	unit	as	well	as	additional	programming.	But	if	you	take	the	
load	off	the	PLC,	let	a	task	controller	tell	intelligent	devices	which	tasks	to	per-
form,	and	let	each	intelligent	device	control	itself,	big	savings	in	time	and	money	
are	possible.”

http://www.ueonline.com/plant_safety.html
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With Process Safety And Sensors, 
Sometimes Garbage In Equals More 

Than Garbage Out. Because These 
Devices Measure Pressure, Tem-
perature, Flow, Level, And Other 

Process Parameters, They Play A 
Pivotal Role In Determining A Pro-
cess Unit’s Output. A Wrong Read-
ing Can Produce Waste Or Create A 

Catastrophe That Costs Lives And 
Makes National News.

Hank Hogan for Control Engineering

With	process	safety	and	sensors,	sometimes	
garbage	in	equals	more	than	garbage	out.	Be-
cause	these	devices	measure	pressure,	tempera-
ture,	flow,	level,	and	other	process	parameters,	
they	play	a	pivotal	role	in	determining	a	process	
unit’s	output.	A	wrong	reading	can	produce	waste	
or	create	a	catastrophe	that	costs	lives	and	
makes	national	news.

Now,	thanks	to	advances	in	technology,	sensor	
systems	have	greater	intelligence	and	therefore	
more	diagnostic	capabilities.	Today,	sensors	can	
be	certified	by	third	parties	to	meet	safety	integ-
rity	levels,	or	SIL,	designations	found	in	IEC	61508.	
One	positive	result	of	this	is	the	potential	to	use	
fewer	sensors	without	compromising	safety,	

leading	to	a	decrease	in	wiring	and	installation	
costs.	Another	positive	effect	is	the	potential	for	
improved	process	control,	largely	due	to	increas-
ingly	intelligent	sensors.

“Certified	products	deliver	higher	design	qual-
ity,”	asserts	William	Goble,	principal	partner	
and	co-founder	of	exida,	a	company	that	offers	
functional	safety	training,	technical	support,	and	
expertise	from	its	North	American	headquarters	
in	Sellersville,	PA.	(The	company’s	European	base	
is	in	Fischbachau,	Germany.)	This	better	design	
is	due	not	to	success	but	rather	to	failure,	notes	
Goble.	“Nearly	half	of	the	products	that	attempt	
certification	fail	on	the	first	try.	Only	when	the	
design	process	is	improved	and	diagnostics	are	
added	do	they	pass.”

Goble’s	data	shows	that	the	number	of	certi-
fied	sensors	has	exploded	in	recent	years,	with	
the	cumulative	total	of	such	devices	moving	from	
five	in	2003	to	eight	in	2005	and	24	in	2007.	There	
have	been	indications	that	vendors	are	convert-
ing,	or	will	soon	convert,	entire	future	sensor	lines	
to	certified	products.	Goble	notes	that	taking	
full	advantage	of	such	sensors	will	require	that	
systems	be	configured	correctly.	For	example,	
running	diagnostics	in	certified	sensors	may	send	
the	reading	out	of	range.	An	incorrectly	config-
ured	controller	will	interpret	this	as	a	fault,	shut-
ting	down	the	process	unnecessarily.	A	better	ap-
proach	would	be	to	implement	a	hold-last-value	
strategy,	with	action	taken	only	if	a	reading	stays	
out	of	range	for	longer	than	a	specified	time.

A loading bay for Shell petroleum products 
in the U.K. makes use of safety-certified mass 
flowmeters. Courtesy Endress+Hauser.

Known Failures
One	of	the	first	companies	to	offer	a	certified	

sensor	was	bought	a	few	years	ago	by	Siemens	
Energy	and	Automation	(SEA).	Louis	DiNapoli	is	
application	engineering	and	technical	support	

manager	for	the	SEA	process	instrumentation	
unit	that	makes	safety	certified	sensors.	DiNapoli	
says	that	these	sensors	differ	from	non-certified	
equivalents.

For	example,	they	often	contain	two	micro-
processors,	from	different	vendors,	which	are	
based	on	different	technology	and	implementa-
tions.	Each	microprocessor	takes	input	from	the	
transducer,	the	unit	that	translates	the	physical	
parameter	into	an	electrical	output.	The	results	
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of	the	two	different	calculations	can	then	be	
compared,	with	similar	results	ensuring	that	the	
microprocessors	are	performing	correctly.	An-
other	failsafe	feature	of	the	new	sensors	includes	
the	ability	to	force	the	sensor	via	software	to	a	
predetermined	level,	such	as	80%	of	full	scale.	This	
result	can	then	be	measured	and	compared	to	
what’s	expected,	providing	another	indication	that	
the	sensor	is	working	correctly.

A	key	point	to	be	aware	of	regarding	these	
features	is	that	they	do	not	function	to	ensure	a	
correct	sensor	reading.	They	also	don’t	prevent	
a	failure.	But,	notes	DiNapoli,	that’s	not	what	a	
safety-certified	sensor	is	designed	to	achieve.	
“You	don’t	care	that	it	fails.	You	care	that	it	fails	in	
a	known	fashion,”	he	says.	What	is	transmitted	
in	the	case	of	sensor	failure	is	a	known,	pre-
determined	quantity,	allowing	that	failure	to	be	
detected.	Of	course,	the	system	has	to	be	config-
ured	not	only	to	detect	the	fault	but	also	not	act	
on	the	value,	since	it	is	the	result	of	a	failure.

While	internal	computations	and	values	tran	
smitted	to	the	outside	world	are	checked,	sensor	
systems	may	have	only	one	transducer	in	them.	
This	front	end	of	the	entire	chain,	says	DiNapoli,	
turns	out	to	be	the	area	where	it	is	most	diffi-
cult	to	assure	reliable	operation,	in	part	because	
there’s	only	one	process	measurement.	Since	
there’s	nothing	to	provide	a	check	or	reference,	
assurance	has	to	be	inferred.

However,	increasing	intelligence,	along	with	some	
sophisticated	algorithms,	may	make	such	indirect	
checking	easier	to	do	so.	Five	years	ago,	sensor	pack-
ages	were	relatively	dumb.	Today,	they’re	much	more	
intelligent	and	provide	information	that	helps	ensure	
safe	operation	as	well	as	improve	the	process.

For	example,	sensors	can	have	registers	that	
count	every	time	the	pressure	goes	above	one	of	
three	set	points.	One	of	those	points	could	be	the	
process	design	maximum.	From	those	counts,	a	
simple	histogram	could	reveal	important	infor-
mation,	such	as	the	process	being	above	design	
maximum	pressure	a	majority	of	the	time.	These	
types	of	results	may	indicate	a	design	flaw	or	a	
control	system	isn’t	working	well,	says	DiNapoli.

Another	company	with	a	long	history	in	safety-
rated	sensors	is	Endress+Hauser	of	Reinach,	
Switzerland.	The	company	has	local	sales	centers	
and	representatives,	with	the	U.S.	headquarters	
in	Greenwood,	IN.	Endress+Hauser	also	partners	
with	Rockwell	Automation.

Safety-certified 
mass flowmeters 
are used in the 
oil and gas in-
dustry. Courtesy 
Endress+Hauser

Gerold	Klotz-
Engmann	is	head	of	
department	techni-
cal	safety	for	the	
company’s	Ger-
man	sales	center.	
He	notes	that	the	
company	designs	
products	to	conform	
to	IEC	61508;	all	new	
product	designs	will	
meet	this	standard.	

Achieving	that	requires	self	diagnostics	so	that	
passive	internal	component	faults	can	be	spotted,	
along	with	steps	to	ensure	no	software	glitches	
or	problems.

Nearly	all	company	products	have	undergone	
third	party	assessment	and	can	be	used	in	SIL	2	
or	SIL	3	safety	instrumented	systems.	The	sys-
tem	architecture	determines	how	many	compli-
ant	sensors	should	be	used.	For	example,	if	a	SIL	
2	level	is	required,	then	the	situation	is	relatively	
simple,	says	Klotz-Engmann.	“Normally	a	single	
channel	architecture	with	a	SIL	2	compliant	sen-
sor	is	sufficient.”	Things	get	more	complicated	if	
a	higher	level	of	safety	is	required,	he	adds.	Then	
it	may	be	necessary	to	use	two	or	three	sensors,	
with	the	sensors	voting	to	arrive	at	a	consensus	
measurement.	The	advantage	of	the	three	sen-

sor	arrangement	is	increased	safety	and	greater	
availability,	since	the	trio	will	continue	to	provide	
information	even	if	one	or	two	sensors	fail.

Carl	Sonoda,	marketing	manager	for	field	
instrument	solutions	at	the	Yokogawa	Electric	
Corporation	of	Tokyo,	says	the	company’s	first	
certified	sensor	appeared	in	2003.	Today,	Yokoga-
wa	has	a	series	of	temperature	sensors,	pressure	
transmitters,	and	multivariable	transmitters,	all	
safety-rated	and	designed	to	achieve	a	SIL	2	or	3	
performance.

The	best	practice	for	a	safety	loop	design,	he	
notes,	is	to	use	multiple	transmitters,	with	each	
voting.	Adding	to	redundancy	costs	are	the	num-
ber	of	devices,	wiring,	post-installation	testing,	
and	ongoing	maintenance.

A	safety-rated	device	can	help	reduce	the	num-
ber	of	sensors	required	and	thereby	cut	such	ex-
penses.	“Our	IEC	SIL	2/3	certified	transmitter	can	
provide	functionality	so	that	it’s	possible	to	use	
one	safety	transmitter	instead	of	two	standard	
transmitters,”	says	Sonoda.

Deployment Choice: Many Or Few
The	question	about	how	many	sensors	to	use	

isn’t	clear	cut.	Dale	Perry,	pressure	marketing	
manager	for	the	Chanhassen,	MN-based	Rose-
mount	division	of	Emerson	Process	Management,	
notes	that	using	fewer	sensors	is	a	mixed	bless-
ing.	Fewer	sensors	increase	the	possibility	of	a	
false	alarm,	which	carries	a	cost	since	it	might	
shut	down	a	process	needlessly.	Thus,	the	total	
outlay	of	any	solution	will	have	to	be	carefully	
considered.	The	correct	answer	about	how	to	
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implement	a	sensor	strategy	will	depend	upon	
many	factors	in	addition	to	installation	and	com-
missioning	costs.

A safety-certified transmitter helps keep a phar-
maceutical process running smoothly and safely 
Courtesy Siemens Energy and Automation

Rosemount’s	history	with	safety	certified	
sensors	parallels	that	of	other	manufactur-
ers.	Initially,	safety	certified	products	were	
unique,	and	they	faced	a	distinctive	require-
ment	in	that	they	had	to	meet	the	applicable	
standard.	Over	time,	incorporating	the	fea-
tures	needed	for	certification	into	standard	
devices	became	a	company	best	practice.	This	
evolution	explains	why	the	price	differential	

between	standard	and	safety-
rated	sensors	has	diminished	
significantly.

However,	it	may	never	disappear	
entirely.	A	certified	device	carries	
extra	expenses,	not	all	of	which	
can	be	found	in	hardware	or	soft-
ware.	At	Rosemount,	for	example,	
Perry	says	incoming	orders	are	
checked	to	ensure	that	all	options	
ordered	with	the	device	are	within	
the	safety	certification	scope.

Also,	a	copy	of	the	product	safe-
ty	certificate,	a	document	listing	
the	certified	failure	modes,	effects,	
and	diagnostic	analysis	(FMEDA),	
as	well	as	the	device	serial	num-
ber	and	failure	data	are	shipped	
with	each	transmitter.	Doing	so	
provides	required	documentation	
says	Perry.	The	same	intelligence	
that	makes	sensors	safer	increas-
ingly	supplies	other	capabilities,	he	
says.	Users	demand	predictive	di-
agnostics	beyond	the	sensor.	They	
want	this	functionality	because	
more	insight	into	a	process	helps	
prevent	abnormal,	and	potentially	
unprofitable	or	dangerous,	situa-
tions.	These	demands	could	lead	
to	changes	in	safety-rated	sen-
sors,	says	Perry.	“We	see	these	
advanced	process	diagnostics,	
as	well	as	loop	diagnostics,	being	
included	in	future	safety	certified	
products.”

Year Cumulative	total
Source: Control Engineering and exida

1996 1
1997 1
1998 2

1999 2
2000 2
2001 4
2002 4
2003 5
2004 7
2005 8
2006 12
2007 24
2008 34
2009 39
2010 46
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Recently It Seems That Everyone 
Is Talking About Process Safety, 

But More Than That, They’re Doing 
Something About It.  

Peter Welander, Control Engineering

Recently	it	seems	that	everyone	is	talk-
ing	about	process	safety,	but	more	than	
that,	they’re	doing	something	about	it.	ARC	
Advisory	Group	says	that	strong	growth	of	
safety	instrumented	systems	will	continue	in	
2008.	Current	soft	conditions	may	temper	it	in	
subsequent	years,	but	the	worldwide	market,	
which	was	around	$1.4	billion	in	2007,	is	ex-
pected	to	grow	at	a	compound	annual	growth	
rate	of	over	12%	per	year	to	over	$2.5	billion	in	
2012.	This	is	from	a	new	ARC	study,	“Process	
Safety	System	Worldwide	Outlook—Market	
Analysis	and	Forecast	Through	2012.”

“The	safety	system	market	has	experi-
enced	unprecedented	growth	for	the	last	two	
years.	Increased	demand	for	oil	and	gas	due	
to	the	economic	growth	of	China	and	India,	
along	with	the	high	price	of	crude	oil,	is	fuel-
ing	investments	in	oil	and	gas	production	and	
in	refining,	leading	to	increased	demand	for	
safety	systems,”	according	to	ARC	vice	presi-
dent	Asish	Ghosh,	the	principal	author	of	the	
study.

The	complexity	of	safety	systems	has	in-
creased	over	time	because	of	efforts	to	add	
capabilities	and	make	them	easier	to	work	
with	on	an	operational	basis.	(System	archi-
tects	have	perhaps	learned	some	lessons	from	
the	over-proliferation	of	alarm	functions	in	
control	systems.)	The	result	is	that	companies	
frequently	have	to	engage	outside	help	when	
designing	new	systems	or	upgrading	an	exist-
ing	facility.	This	can	involve	a	consulting	group,	
system	integrators,	or	a	primary	automation	
supplier.

Major	process	automation	suppliers	gen-
erally	have	departments,	divisions,	or	even	
whole	subsidiary	companies	dedicated	to	
process	safety.	Examples	include:

ABB—Safety	Systems;
GE	Fanuc—SafetyNet;
Emerson—Smart	SIS;
Honeywell—Safety	Manager;
Invensys—Triconex;
Rockwell—ICS	Triplex;
Siemens—SIS;	and
Yokogawa—ProSafe	RS.

This	list	is	just	a	beginning,	and	there	are	
many	more	safety	suppliers	available.	(Read	
this	article	online	at	www.controleng.com/ar-
chive	for	live	links	to	all	these	companies.)

Safety-on-fieldbus	platforms	for	process	appli-

cations	exist	or	are	in	development	and	include	AS-interface,	
ProfiSafe,	and	Foundation	Fieldbus	SIF.	Proven	in	discrete	
applications,	these	efforts	will	require	additional	time	to	com-
plete	and	be	adopted	by	end	users,	but	the	promise	is	there.

Resources Galore
If	you	want	to	do	some	initial	research	on	the	topic,	you	

won’t	have	to	go	far.	A	search	at	www.controleng.com	on	
“process	safety”	will	bring	you	some	10,000	results	that	can	
be	divided	into	various	subtopics.

Also,	Siemens,	in	partnership	with	Control	Engineering	
and	Plant	Engineering	,	has	launched	a	new	Website	at	
www.safetybase.com	which	contains	a	huge	amount	of	
information	on	both	process	and	discrete	manufacturing	
safety	issues.

And,	of	course,	there	is	the	OSHA	process	safety	site	at	
www.osha.gov/SLTC/processsafetymanagement	,	which	
lists	all	relevant	standards	related	to	the	potential	“re-
lease	of	toxic,	reactive,	or	flammable	liquids	and	gases	in	
process	invovling	highly	hazardous	chemicals.”

If	you	prefer	face-to-face	contact,	next	month’s	ISA	
Expo	in	Houston	will	have	a	dedicated	conference	track	
called	Safety	Exchange.	ISA	promises	that	it	will	include	
“peer-reviewed	technical	sessions	covering	topics	such	as	
safety	instrumentation,	SIS	application,	alarm	manage-
ment,	competency,	and	more.	Sessions	are	planned	during	
the	conference,	including	‘SIS	Applications	in	Oil	and	Gas	
Production,’	a	presentation	that	explores	the	new	safety	
instrumented	system	engineering	techniques	required	to	
meet	HSE	standards	for	energy	facilities.”

All	that	to	say,	there	is	no	shortage	of	resources	as	you	
explore	this	critical	area.	There	is	much	to	discover	and	learn	
at	your	fingertips.

Process Safety Resources At Your Fingertips

http://www.ueonline.com/plant_safety.html
www.controleng.com/archive
www.controleng.com/archive
www.controleng.com
www.safetybase.com
www.osha.gov/SLTC/processsafetymanagement
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The Distinctive Ring From The Ra-
dio Phone Told The Control Room 
Operator That The Person On The 

Other End Would Be The Tank Level 
Technician. He Also Knew That If 

A Call Was Coming In, Something 
Was Amiss At The Remote Site 

Tank Farm. “I Can’t Get On The Last 
Tank” Said The Voice On The Other 
End.... Here Are Considerations For 
Deciding Between Intrinsically Safe 

And Explosion-Proof.
Jeanine Katzel for Control Engineering

Wireless temperature transmitters are among 
the intrinsically safe equipment used by chemical 
plants to reduce the hazards of explosive envi-
ronments. Such devices are simple to install and 
maintain. Source: Emerson Process Management

Enraf radar level gauges measure product 
level and other parameters in bulk storage tanks, 
combining explosion-proof and intrinsically safe 
technologies to achieve a cost-effective, yet safe 
system for tanks containing hazardous sub-
stances such as gasoline, crude oils, and liquid 
chemicals. Service technician uses an intrinsically 
safe, handheld device equipped with extensive 
diagnostics to commission a gauge safely while 
the tank is in full service. Source: Honeywell 
Process Solutions

The	distinctive	ring	from	the	radio	phone	told	
the	control	room	operator	that	the	person	on	the	
other	end	would	be	the	tank	level	technician.	He	
also	knew	that	if	a	call	was	coming	in,	something	
was	amiss	at	the	remote	site	tank	farm.

“I	can’t	get	on	the	last	tank”	said	the	voice	on	
the	other	end.	“There’s	a	cat	on	the	steps.”	Well,	
just	shoo	it	away,	the	control	room	operator	
started	to	say,	but	stopped	abruptly	as	the	tech-
nician	curtly	interrupted.	“It’s	a	mountain	lion	and	
I’m	not	going	near	it,”	he	snapped.	“I’m	coming	in.”	
One	tank	level	would	remain	unread.

The	situation	is	unusual,	and	admittedly	rare	
in	today’s	world	of	automated	measurement	
systems,	but	this	case	is	true.	Before	automat-

ing	tank	gauging	at	a	
distant	location,	this	
company	actually	had	
to	deal	with	a	moun-
tain	lion	on	the	tank	
steps.

Using	to	automated	
tank	gauging	systems,	
which	many	have	done,	
eliminates	personnel	
hazards	such	as	tank	
climbing,	exposure	to	
product,	and	inclem-
ent	weather,	but	raises	
other	issues—	among	
them,	the	type	of	
protection	to	select	for	
such	hazardous	ap-
plications.

Intrinsically Safe Or Explosion Proof?
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The	dangers	involved	in	the	production	and	pro-
cessing	of	fuels,	such	as	explosive	atmospheres,	
may	require	the	use	of	intrinsically	safe	(IS)	devices	
under	some	circumstances,	or	explosion-proof	
enclosures	in	others.	Which	option	is	best	for	your	
application?	When	should	it	be	wireless?	What	
benefits	does	one	technology	hold	over	the	other?	
The	decision	is	not	always	simple	or	easy.

What Type Of Hazard Is It?
Deciding	which	type	of	protection	to	apply	is	

rarely	cut-and-dried	for	a	variety	of	reasons,	
from	equipment	involved	and	type	of	hazard	to	
company	policy	or	preference.	Intrinsically	safe	
and	explosion-proof	enclosures,	devices	and	
practices	have	more	relevance	in	certain	indus-
tries	than	in	others.	Here,	examples	focus	on	the	
oil	and	gas,	refining,	and	chemical	industries,	but	
similar	safety	risks	exist	elsewhere.	In	water	and	
wastewater	operations,	for	example,	digesters	
release	hazardous	methane	gas.	Agriculture	and	
mining	industries	face	potentially	explosive	dusts.	
But	in	oil	and	gas	production	and	refining	or	in	
chemical	operations,	hazardous	environments	
are	common,	and	a	given.	In	other	circumstances,	
“hazardous”	may	indicate	poisonous.

Choosing	explosion-proof	or	intrinsically	safe	
devices	is	really	more	site-	than	application-spe-
cific.	In	practice,	such	devices	are	under	consid-
eration	in	only	a	small	percentage	of	cases	(less	
than	5%).	Therefore,	among	the	first	steps	any	
facility	would	take	in	its	hazard	analysis	would	be	
to	ascertain	if	intrinsically	safe	or	explosion	proof	
practices	and	devices	are	indeed	required.

In	the	analysis,	safety	compliance	personnel	
survey	an	application	while	it	is	operating	using	
sniffers	or	other	sensing	devices	to	detect	the	
presence	of	hazardous	gases	and	determine	the	
degree	of	the	hazard	[by	NEC	class	and	division].	
If	hazardous	gases	are	present	normally,	a	Class	
1,	Div.	1	situation	exists.	If	they	are	present	only	
occasionally	or	under	unusual	circumstances,	the	
area	is	designated	Class	1,	Div.	2.	With	Class	1,	
Div.	2	situations,	non-incendive	devices	typically	
are	sufficient.	An	overwhelming	majority	of	appli-
cations	fall	into	this	category.	It	is	for	the	remain-
ing	cases—those	Class	1,	Div.	1	situations—that	
IS	or	explosion-proof	devices	(EXD)	and	practices	
are	intended.

Briefly,	explosion-proof	technology	places	
a	device	within	an	enclosure	sturdy	enough	
to	withstand	an	explosion	of	a	specified	level.	
Should	a	fire	or	explosion	occur	in	the	equipment,	
the	event	will	be	contained	within	the	enclosure	
and	any	gases	will	cool	below	ignition	level	before	
they	can	escape	to	the	atmosphere.

Explosion-proof	enclosures	are	rated	and	
tested	by	independent	laboratories	(such	as	Fac-
tory	Mutual)	for	specified	pressures	and	flame	
lengths.	Typical	applications	include	light	fixtures,	
engine	switches,	pumps,	and	other	equipment	
such	as	motors	that	must	be	placed	in	hazardous	
areas.	Explosion-proof	technology	should	be	the	
sole	option	only	when	an	IS-rated	device	is	un-
available.	A	pump	or	agitator	with	a	large	motor,	
for	example,	is	simply	of	a	size	that	can’t	be	made	
to	be	intrinsically	safe.	Explosion	proof	equipment	
and	practices	then	would	be	mandatory.

Intrinsically	safe	devices	and	associated	wiring	
limit	the	amount	of	power	(voltage,	current,	in-

ductance,	capacitance)	to	and	in	a	device,	so	that	
a	spark	cannot	be	generated.	They	are	powered	
from	beyond	a	Zener-diode	or	galvanic-isolation	
barrier	in	a	safe	area	away	from	the	hazard,	
typically	a	control	room.	Intrinsically	safe	devices	
can	be	opened,	maintained,	or	otherwise	handled	
while	powered.	Such	an	instrument	might	be	
used	to	measure	the	temperature	inside	a	tank	or	
a	pipeline,	for	example,	where	an	enclosure	would	
be	impractical.	IS	options	are	often	less	expensive	
than	explosion-proof	techniques,	but	tend	to	be	
more	complicated	to	apply.

If	a	risk	assessment	reveals	an	area	or	a	
process	to	be	a	hazardous	atmosphere	in	need	
of	one	of	these	protective	technologies,	man-
agement	must	thoroughly	familiarize	itself	with	
all	appropriate	codes	and	standards	(NEC,	Atex,	
IEC)—at	the	corporate,	local,	national,	and	inter-
national	levels—and	follow	them	scrupulously,	
understanding	that	standards	are	dynamic	and	
that,	although	progress	is	being	made	toward	
global	harmonization,	variations	are	still	signifi-
cant.	Further,	codes	are	subject	to	interpreta-
tion,	and	the	local	authority	having	jurisdiction	
typically	has	the	final	say	in	what	standards	are	
applicable	and	how.

A	company	with	multiple	sites	should	consider	
that	identical	situations	in	plants	in	separate	
geographical	locations	may	be	interpreted	dif-
ferently.	As	with	any	safety	technology,	a	safety	
professional	with	expertise	in	the	technologies	
and	all	applicable	codes	and	standards	should	be	
consulted	before	moving	ahead	with	any	hazard-
ous-area	project.

Tank Farm Example
With	this	background	in	mind,	let’s	look	at	how	

these	technologies	play	out	in	real-life	refinery	
operations.	Mark	Menezes,	PEng.,	is	measure-
ment	business	manager—Canada	for	Emerson	
Process	Management.	He	offers	one	reason	why	
refineries	face	greater-than-normal	hazards:	
“In	the	last	10	years	or	so,	many	refineries	have	
upgraded	their	installations	to	operate	on	heavier	
crude	oils,	such	as	those	found	in	the	Canadian	
tar	sands	or	in	Venezuela.	So,	if	you	want	to	oper-
ate	a	refinery	using	some	of	these	feedstocks,	
you	need	to	crack	this	heavy	oil	with	a	lot	of	
steam	under	high	pressure.

“A	lot	of	hydrogen	is	in	use	here,	used	to	make	
these	heavy	oils	lighter.	Hydrogen	is	one	of	the	
most	highly	flammable	gases	there	are.	Any	
hydrogen	leak	at	high	pressure	is	very	dangerous.	
In	addition,	sulfurs	are	commonly	stripped	out	
of	these	sour	heavy	oils.	Any	plant	of	this	nature	
is	going	to	pay	a	lot	of	attention	to	hazardous	
environments.”

One	area	of	special	concern	is	the	tank	farm.	
Operations	needs	to	know	how	much	fuel,	
chemical,	or	other	liquid	resides	in	each	tank.	The	
job,	explains	Frank	Van	Bekkum,	senior	product	
marketing	manager,	Honeywell	Process	Solutions,	
can	be	done	manually	by	sending	someone	to	the	
tank	(as	described	above).	But	this	approach	is	
difficult,	dangerous,	and	undesirable.	In	addition,	
he	says,	“Tank	farms	are	often	situated	in	deso-
late	areas.	Oil,	gas,	and	chemical	products	may	
be	hazardous	to	health;	tanks	can	be	difficult	to	
reach	through	ice,	snow,	or,	in	another	actual	case,	
an	eagle’s	nest.”
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Modern	refineries	use	a	variety	of	equipment	
for	measuring	tank	level.	Options,	says	Van	Bek-
kum,	include	radar	gauge	systems	that	are	typi-
cally	powered	by	the	main	service,	equipped	with	
communications,	and	packaged	in	an	explosion-
proof	box.	“In	addition,”	he	adds,	“an	intrinsically	
safe	temperature	gauging	device	on	the	tank	
goes	into	the	product.	So	what	we	have	is	a	
separate	device	supplied	in	an	explosion-proof	
box	with	a	connection	and	temperature	probes	
that	go	into	the	tank	that	are	intrinsically	safe.	
Even	if	the	probe—which	is	basically	a	stainless	
steel	hose—should	leak	or	fail,	the	installation	is	
still	safe.”

The	approach	is	straightforward,	but	the	
complexity	of	many	operations	make	such	safety	
systems	difficult	to	apply	correctly,	warns	Van	
Bekkum:	“Intrinsically	safe	devices	aren’t	always	
an	option	in	a	tank	farm,	because	you	have	
pumps	and	control	valves	that	have	power	and	
communication	requirements	that	go	beyond	the	
definition	of	intrinsically	safe.	If	you	are	using	IS	
instrumentation	in	the	field,	it	must	be	kept	sepa-
rate	from	a	powered	device	to	avoid	any	confu-
sion	as	to	the	type	of	device	it	is.”

Intrinsically safe devices and practices are crticial 
at loading racks. Here, a load computer (bottom), 
and tang grounding equipment help achieve safe 
and efficient hydrocarbon loading. Grounding 
equipment for the road and rail tankers helps pre-
vent accidents by slowly discharging static electric-
ity without creating dangerous sparks. Once the 
discharge is complete, a permissive signal is trans-
mitted to the system controlling the load process. 
Source: Honeywell Process Solutions.

Historical Views,  
Future Developments
Regardless	of	the	technology,	adds	Van	Bek-

kum,	most	problems	result	from	human	error,	and	
most	occur	not	when	new	equipment	is	installed,	
but	when	modifications	are	made	without	ad-
equate	planning	and	communication.

“For	example,	an	existing	transmitter	is	re-
placed	with	a	new	technology,	perhaps	from	a	
different	manufacturer,	and	the	maintenance	de-
partment	is	aware	of	the	change	but	the	produc-
tion	department	is	not,”	he	explains.	“Care	must	
be	taken	to	ensure	specifications	match	and	that	
all	technicians	are	informed	of	any	changes.”

One	concern	is	that	the	use	of	both	technolo-
gies	in	the	same	area	could	lead	to	confusion,	
error,	and,	therefore,	danger.	Workers	must	be	
trained	specifically	for	the	area	in	which	they	will	
work;	indeed	many	today	are	being	cross-trained	
to	handle	both	technologies	as	more	companies	
find	themselves	using	both	approaches	at	the	
same	site.	Menezes	and	Van	Bekkum	agree	that,	
in	most	cases,	the	use	of	one	technology	or	the	
other	is	not	necessarily	application	driven.	Rather,	
it	is	a	site-by-site	decision,	influenced	by,	among	
other	things,	habit	and	tradition	rather	than	tech-
nology	and	hazard.

In	the	opinion	of	Emerson’s	Menezes,	explo-
sion-proof	practices	have	historically	been	more	
common	in	North	America	vs.	intrinsically	safe	
practices	in	Europe.	“Intrinsically	safe	is	likely	to	
have	a	slightly	lower	installed	cost,	but	is	more	
complex	to	implement.	You	have	to	think	about	
a	lot	more	things	with	IS.	Explosion-proof	tech-
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nology	is	fairly	simple	to	apply.	You	buy	robust	
devices	that	will	contain	the	potential	explosion	
and	install	them	using	robust	conduit.	Such	prac-
tices	ensure	if	an	explosion	occurs	within	a	device,	
it	is	contained,	and	by	the	time	the	gases	have	
escaped	they	have	cooled	to	the	point	that	they	
are	no	longer	dangerous.	Products	used	in	oil	and	
gas	operations	and	refineries	are	robust	to	start	
with	because	of	the	nature	of	the	industry.	Most	
North	America	operations	are	so	used	to	install-
ing	robust	devices	that	they	assume	all	products	
are	explosion	proof.”

Influence Of Bus Networks, Wireless
Both	Menezes	and	Van	Bekkum	agree	that	the	

world	is	moving	toward	intrinsically	safe	prac-
tices	and	away	from	explosion-proof	techniques.	
Intrinsically	safe	practices	are	gaining	popularity	
in	North	America	for	two	reasons:	increasing	use	
of	bus	technologies	and	proliferation	of	wireless	
systems.	Notes	Menezes,	“If	I	have,	for	example,	
a	Foundation	fieldbus	installation,	I	can	put	one	
barrier	in	the	safe	area	and	connect	five	trans-
mitters	on	the	same	bus.	My	cost	is	divided	by	
5.	Many	users	who	have	historically	used	explo-
sion-proof	wiring	practices	turn	to	intrinsically	
safe	when	they	adopt	Foundation	fieldbus.	Bus	
technologies	are	also	catching	on	with	motors—
not	the	power	to	the	motor,	but	the	signal.	Eight	
motors,	for	instance,	connected	together	on	an	
IS	low-power	Profibus	or	DeviceNet	bus,	can	be	
started	at	once.”

Wireless	also	is	promoting	the	adoption	of	
intrinsically	safe	practices.	Many	wireless	devices	

are	battery	operated	and,	in	one	sense,	inherently	
intrinsically	safe.	If	a	plant	needs	to	monitor	the	
temperature	in	a	reactor,	it	is	relatively	inexpen-
sive	to	install	a	wireless	temperature	transmit-
ter	on	it.	“The	power	level	is	just	not	sufficient	
to	generate	a	hazard,”	says	Menezes.	“If	there’s	
a	problem,	for	example,	with	a	battery	inside	a	
transmitter,	the	technician	goes	into	the	field,	
unscrews	the	cap,	removes	the	battery,	replaces	it	
with	a	fresh	one,	and	screws	the	cap	back	on	right	
in	the	hazardous	environment.	In	many	respects,	
it	is	an	IS	design.”

Menezes	also	offers	a	more	detailed	example:	
The	failure	of	a	primary	seal.	A	pressure	trans-
mitter	may	be	correctly	installed	using	either	
intrinsically	safe	or	explosion-proof	practices,	he	
explains,	“but	if	a	hazardous	fluid	bursts	through	
the	primary	seal	(the	transmitter	diaphragm	
that	connects	the	device	to	the	process)	and	the	
process	fluid	finds	its	way	into	the	transmitter,	
it’s	not	a	leap	to	see	that	the	process	fluid	may	
burst	through	into	everything	else	and	follow	the	
conduit	into	the	control	room.	You	could	conceiv-
ably	have	2,000-psi	hydrocarbon	squirting	onto	
the	floor	of	what	is	supposed	to	be	a	safe	area.	A	
wireless	device	would	mean	no	connections	from	
the	transmitter	in	the	hazardous	area	to	the	safe	
area.”	He	admits	there	are	other	ways	to	solve	
this	problem	using	dual	sealing	devices	and	con-
duit	seals,	but	they	add	cost	and	complexity.

“With	legacy	systems,	the	explosion	proof	ap-
proach	has	been	simpler,	more	comfortable,”	says	
Menezes.	“But	once	you	have	multiple	devices	
on	a	bus	or	installations	using	wireless	technol-

ogy,	intrinsically	safe	becomes	more	compelling,	
particularly	with	instrumentation.”

Van	Bekkum	agrees,	his	views	on	wireless	are	
shared	by	colleague	Jeff	Becker,	Honeywell	Pro-
cess	Solutions’	global	wireless	director.	“Custom-
ers	are	applying	wireless	technology	to	measure	
potentially	critical	process	variables	in	hazardous	
locations	that	were	previously	inaccessible,”	says	
Becker.	“Applications	are	related	to,	among	oth-
ers,	butane	sphere	pressure	monitoring,	inven-
tory	management,	safety	relief	valve	monitor-
ing,	safety	shower	monitoring,	and	rupture	disc	
monitoring—all	critical	points	in	a	refinery	or	
chemical	plant.”	Wireless	has	empowered	and	
enabled	these	applications	and	met	regulatory	
needs	related	to	environment,	explosive	classified	
areas,	safety	regulatory,	and	bottom	line	com-
pany	profitability	objectives,	he	adds.

“Although	there	are	still	some	emotional	issues	
associated	with	wireless,	the	industry	is	moving	
faster	and	faster	toward	wireless	and	there	are	a	
lot	of	benefits,”	adds	Van	Bekkum.	“When	making	
wireless	decisions,	it’s	critical	to	develop	an	infra-
structure	for	the	entire	plant	that	meets	current	
and	future	needs.	Wireless	is	more	than	a	one-
to-one	replacement	of	copper	wire.	If	you	build	
a	good	system	according	to	current	standards,	it	
will	be	safe	and	secure.	Nothing	is	100%	foolproof,	
but	you	make	things	as	safe	as	possible.	You	
reduce	the	risk	to	an	acceptable	level.”
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Safety	implementation	typically	is	done	by	a	
group	that	includes	plant	instrument	engineers	
and	technicians,	who	are	charged	with	finding	
simple	and	reliable	solutions.	Often,	these	situ-
ations	involve	the	question	of	when	to	shut	a	
process	down.	Such	decisions	frequently	hinge	on	
key	process	variables	such	as	flow,	level,	temper-
ature	and	pressure.	These	must	be	in	a	specified	
range	at	various	locations	within	chemical	plants,	
petrochemical	refineries,	power	plants,	critical	
process	vessels	and	even	at	eye	wash	stations.	

For	such	point	safety	applications,	a	properly	
designed	and	implemented	digital	switch	with	
self-diagnostics	can	be	an	important	part	of	the	

answer.	As	an	element	of	a	multiple	technology	
solution,	a	digital	switch-based	approach	can	help	
eliminate	common-mode	failures,	significantly	
improve	response	time,	achieve	needed	safety	
integrity	levels	(SILs),	and	simplify	plant	safety	
instrumentation.

Switch background
Years	ago,	many	switches	were	blind	mechanical	

devices	actuated	electromechanically	or	by	pneu-
matics.	They	offered	no	indication	of	reliability,	such	
as	success	or	failure	in	response	to	a	command.	
This	lack	of	feedback	was	particularly	worrisome	in	
safety	applications.	The	result	could	be	catastrophic,	
should	a	malfunction	occur	in	place	of	the	proper	re-
sponse	to	a	tripped	pressure	or	temperature	alarm.

Partly	because	of	this	possibility,	there	has	
been	a	general	trend	toward	other	solutions.	In	
particular,	one	popular	implementation	has	been	
to	use	a	transmitter	together	with	a	dedicated	
control	system,	one	that	is	separate	and	distinct	
from	the	basic	process	control	system.	A	benefit	
of	this	approach	is	that	transmitters	can	con-
vey	a	great	deal	of	relevant	process	information,	
which	can	be	useful	for	safety,	control	and	later	
optimization.	This	technology	also	ensures	that	
connections	are	active	and	the	transmitter	is	
working,	two	critical	requirements	for	any	safety	
application.

In	such	setups,	transmitters	provide	process	
continuous	data,	and	an	alarm	or	protection	

system	acts	upon	this	information.	Informal	
surveys	have	shown	that	somewhere	between	
25	and	33	percent	of	transmitters	today	are	in	
such	loops.	Thus,	nearly	a	third	of	the	time,	the	
result	is	a	point	safety	solution	offering	binary,	
on-off	action	at	the	control	room	that	is	effec-
tively	equivalent	to	what	had	been	provided	by	a	
traditional	switch.

While	transmitters	have	been	evolving,	switch-
es	have	been	undergoing	their	own	revolution.	
Switches	now	are	digital,	with	programmable	set	
points	and	deadbands.	They	offer	such	capabilities	
as	self-diagnostic	solid-state	electronics,	plug	port	
detection	and	nuisance	trip	filtering.	They	also	have	
fail-safe-open	program-
ming	modes	that	eliminate	
the	problem	of	undetected	
failure.

An	example	of	how	this	
capability	can	be	implement-
ed	is	found	in	United	Electric	
Controls’	One	Series	of	digital	
pressure	and	temperature	
switches.	When	condi-
tions	are	normal,	the	switch	
pulses	at	20	Hz	between	a	
1	and	0,	sending	a	continu-
ous	heartbeat	signal	easily	
detected	by	a	controller.	A	
process	upset	will	be	marked	
by	closing	the	switch	and	
the	output	of	a	continuous	1.	
If	the	instrument	detects	a	

fault,	the	switch	opens	and	the	output	drops	to	a	steady	
0,	the	same	result	as	is	the	case	for	a	wiring	fault.	In	
this	arrangement,	both	success	and	failure	are	clearly	
indicated.

a.	 	When	process	and	instrument	conditons	are	
normal,	a	pulsed	output	indicates	so.

b.	 	When	a	set	point	is	reached,	the	switch	
closes.

c.	 	As	conditons	return	to	normal,	pulsed	output	
resumes

d.	 	A	detected	instrument	fault	causes	the	
switch	to	open	and	stay	open.
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Voting for an improved  
Safety Integrity Level
Digital	switch	technology	also	satisfies	requirements	needed	to	

achieve	a	given	SIL,	which	is	a	measure	of	the	relative	risk-reduction	
provided	by	a	safety	function.	As	defined	by	the	International	Elec-
trotechnical	Commission’s	standard	IEC	EN	61508,	SIL	includes	both	
a	hardware	and	system	component.	On	the	hardware	side,	integrity	
is	determined	by	a	probabilistic	analysis	of	the	device,	with	particu-
lar	SILs	meeting	the	table	below	for	discrete	or	low	demand	opera-
tion.

In	the	case	of	high	demand	or	continuous	operation,	the	fol-
lowing	table	applies.

Determining	the	SIL	for	a	
system	is	a	multi-step	pro-
cess.	It	begins	with	a	rigorous	
risk	analysis	of	the	system,	
followed	by	calculations	with	
the	SIL,	or	preferably	raw	
failure	probability	data,	for	
the	devices	determined	to	be	
in	the	critical	path.	From	that	
an	overall	reliability	figure	is	
determined,	which	then	yields	
the	system	SIL.	

Knowing	this	provides	
methods	needed	to	achieve	
a	given	SIL.	For	instance,	a	
voting	scheme	involving	three	
SIL	2-compliant	components	
can	lead	to	a	SIL	3-system,	as	
demonstrated	by	the	follow-
ing:	

Probs=Prob1	x	Prob2	x	Prob3

where	Probs	is	the	probabil-
ity	of	system	failure	in	a	voting	
scheme	based	on	independent	
components	and	Probx	is	the	
probability	of	component	x	fail-
ing

Since	ratio	of	one	SIL	to	
another	is	10:1,	three	component	
voting	raises	the	system	SIL	
from	one	level	to	the	next.	It	also	
is	the	minimum	number	of	com-
ponents	needed	to	break	ties.

Point safety applications
So	what	are	some	of	the	applications	that	demand	a	given	SIL	and	a	point	safety	solution?	Exam-

ples	can	be	found	in	processing	plants,	transportation	and	worker	safety.	

The	first	group	involves	active	processing,	with	instances	found	in	chemical	and	petrochemical	
plants,	refineries,	and	oil	and	gas	facilities.	In	such	situations,	there	is	at	least	one,	and	possibly	sev-
eral,	critical	process	vessels,	in	which	a	reaction	occurs	that	must	be	monitored	for	level,	flow,	pres-
sure,	temperature,	or	a	combination	of	these.

SIL Probability	of	failure	on	demand Risk	reduction	factor
1 0.1-0.01 10-100
2 0.01-0.001 100-1000
3 0.001-0.0001 1000-10,000
4 0.0001-0.00001 10,000-100,000

SIL Probability	of	failure	on	demand Risk	reduction	factor
1 0.00001-0.000001 100,000-1,000,000	
2 0.000001-0.0000001 1,000,000-10,000,000	
3 0.0000001-0.00000001 10,000,000-100,000,000
4 0.00000001-0.000000001 100,000,000-1,000,000,000
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In	petrochemical	refining,	for	example,	
incoming	crude	oil	undergoes	distillation	with	
the	output	processed	through	an	isomeriza-
tion	unit	to	alter	its	structure	before	emerging	
as	a	fuel.	Isomerization	often	involves	heating	
product	in	the	presence	of	a	catalyst,	such	as	
platinum	or	another	metal.	The	combination	of	
heat	and	a	chemical	reaction	can	spiral	out	of	
control,	ruining	product	and	possibly	leading	to	
an	explosion.	The	same	is	true	for	the	sulfur	
removing	hydrotreater	units	found	in	multiple	
places	within	a	refinery.	Thus,	the	tempera-
ture	and	pressure	must	be	monitored	at	many	
locations,	and,	if	need	be,	the	process	stopped.

A	second	set	of	applications	involves	trans-
portation	or	storage	of	flammable	materials.	
Examples	can	be	found	in	grain	elevators	
and	power	plant	coal	dust	conveyors.	In	the	
first	case,	grain	must	be	moved	into	and	then	
within	a	structure,	which	is	accomplished	by	a	
grain	elevator.	However,	any	fine	airborne	sus-
pension	of	organic	material	is	combustible.	For	
that	reason,	stones	and	metallic	fragments	
are	removed	before	grain	is	transported	or	
milled.	Still,	the	elevator	itself	can	be	a	source	
of	heat	or	sparks.	Thus	the	temperature	
within	the	mechanism	has	to	be	monitored	
and	transport	halted	if	dangerous	conditions	
develop.

The	same	situation	prevails	in	power	plants	
or	other	facilities	with	coal	dust	conveyors.	If	
a	conveyor	bearing	or	roller	begins	to	overheat	
and	the	safe	threshold	exceeded,	this	must	be	
detected	and	the	conveyor	shut	down.

An	example	of	a	final	application	category	can	
be	found	in	eye	wash	or	safety	stations.	These	
are	installed	to	ensure	worker	safety	and	must	
function	flawlessly	when	needed.	Consequently,	
it	is	critical	that	the	wash	solution	be	cool	enough	
not	to	scald	and	warm	enough	not	to	freeze.	
These	stations	are	situated	in	industrial	settings,	
where	temperature	extremes	are	possible.	Thus,	
a	method	to	monitor	the	situation	and	signal	a	
critical	alarm	is	important,	in	the	event	that	the	
wash	temperature	is	too	high	or	low.

Considerations
As	these	examples	show,	there	often	is	a	

requirement	to	monitor	and	react	to	critical	
process	variables,	such	as	temperature	and	
pressure.	In	implementing	a	solution,	engi-
neers	should	keep	in	mind	that	multiple	tech-
nologies	are	better	than	one,	speed	can	save,	
and	that	safety	systems	must	be	independent	
of	the	basic	process	control	system.

The	first	point	is	important	because	multiple	
technologies	avoid	common-mode	failures.	
Take	the	case	of	a	transmitter-controller	loop	
versus	a	switch.	The	former	will	suffer	from	
the	potential	of	a	common-mode	failure	due	to	
the	reliance	on	a	possibly	distant	controller	for	
action.	Because	it	is	self-contained,	the	switch	
continues	to	work	regardless	of	what	happens	
to	some	other	component.

A	switch	is	also	significantly	faster.	For	in-
stance,	the	One	Series	has	a	response	time	of	

less	than	60	mS,	five	times	better	than	what	
can	be	done	with	a	transmitter.	Any	time	sav-
ings	can	be	crucial	in	preventing	or	mitigating	
an	unsafe	condition.

The	self-contained	nature	of	a	switch	also	
ensures	that	the	safety	system	can	be	inde-
pendent	of	the	control	system.	A	switch	will	
take	its	own	readings	of	temperature	and	
pressure,	for	example,	and	then	react	in	re-
sponse	to	its	own	programming.

However,	it	is	important	that	this	inde-
pendence	not	be	total.	That	is,	any	safety	
instrument	must	be	able	to	report	on	its	own	
condition	and	interface	with	the	rest	of	a	plant	
network.	In	the	case	of	the	One	Series,	this	
is	done	through	self-diagnostics	that	allow	
extensive	fault	detection,	including	plugged	
ports	and	power	supply	out-of-range	condi-
tions.	It	also	offers	multiple	outputs,	with	both	
a	switch	function	and	a	4-20	mA	analog	out-
put.	Finally,	it	reports	faults	locally	on	its	own	
display	and	remotely	via	multiple	outputs.

A	final	and	imperative	consideration	for	any	
technology	involves	determining	the	SIL	rating	
for	an	entire	system.	As	discussed	earlier,	the	
use	of	voting	can	allow	SIL	2	components	to	
create	a	SIL	3	system.	In	such	arrangements,	
a	critical	piece	of	information	is	independent	
verification	of	safety	ratings.	Part	of	such	
verification	will	include	failure	modes,	effects	
and	diagnostics	analysis.	FEMDA	data	is	part	
of	the	IEC	EN	61508	certification	and	can	be	
used	in	calculating	overall	system	SIL.

Conclusion
As	has	been	shown,	advances	in	technol-

ogy	have	made	switches	capable	of	monitor-
ing	temperature	and	pressure	while	conducting	
self-diagnostics,	thereby	removing	the	perils	of	
blind	mechanical	action.	These	developments	
constitute	good	news	for	engineers	who	today	
want	to	simplify	instrumentation	in	point	safety	
applications	common	in	petrochemical	plants,	
coal	dust	transportation,	critical	line	or	vessel	
protection,	or	eye	wash	safety	stations.	Such	
switches	offer	improved	solutions	through	avoid-
ance	of	common	mode	failures,	faster	response	
times,	independence	from	basic	process	control	
systems,	and	the	ability	to	achieve	desired	SIL	via	
a	voting	scheme.

For more information go to 
www.ueonline.com/plant_safety.html  
or email msandlin@ueonline.com
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